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Improve speed, convenience, and 
productivity in your small office. 



TECH SUPPORT Handle A Hacked Email Account 




Works alono or with QuickBooksP, Peachtree, Quicken® and more 




Ultra-Secure Finance and Check Creation Software 



Create and Print 
Verified Checks! 



Manage finances 
^ New! gPay Terminal 



Create and print custom 
business and personal checks 



Accept gCard debit payments from 
anywhere and save thousands in 
merchant fees! 
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gPay Terminal'" (PC/Mobiie) 

Save over 90% on payment processing with 
VersaCheck's new gPay Terminal'"! No transaction fees. 

Go to gVoiidote.com and sign up for yourgCard today - it only takes minutes and it's FREE! 



1 . Scan gCard & Get paid 



2. Print check 



3. Deposit check 




$ **550.25 




Co plu re and process customer gCard 
payments witti your PC or mobile device. 



Use any MIC R-ena bled inkjet or laser printer 
to print customer authorized & secure gCard 
check payments made out to you. 



Deposit pcyments into your account! 



*Visit www.VersaCheck.com/sc5 for details or can 303-532-4738 
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Incredible Reading and Entertainment 



NOOKEgs 

World's Lightest and 
Lowest- Priced 
Full HD 9" Tablet' 




NOOKoa 

World's Best 
7" Media Tablet 
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Massive Selection 

Shop over 3 million books, magazines* and 
newspapers — including I million free tides: — 
and get them in seconds via built-in Wi-Fi' with 
no annoying ads. Sample books free before you buy 
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Email & Calendar Syncing 

Keep an eye on your inbox, NOOK's new email app 
supports Microsoft Exchange ActiveSync* as well as 
popular email services like Gmail, Yahoo!, and Hotmail. 
Our new calendar wicfget lets you sync your schedule, too. 



Movies & TV Shows in Stunning HD 

Buy or rent and scan watching in seconds — on your 
NOOK or on your TV, smarcphone, or computer 
Watch on one device and pick, up where you left off 
on another. It's easy! 

fecrartic voliHc NOOK Vldea 
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High-Speed Web Browsing 

Who wants to wait? We gave NOOK a speedy 

dual core processor and an improved multi tab browser. 

The result? Now you can do more of what you love — faster. 



The Apps You Want 

NOOK has all the most popular apps. 
including games, business, news and weather, cooking, 
entertainment, lifestyle, and a special selection of games 
and learning tools just for kids. 
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Flexible Storage & NOOK Cloud " 

Get up to 32GB of built-in storage on NOOK HD+ 
{ 1 6GB on NOOK HD) and even more when you add 
a microSD Card. Additionally, all of your purchases are 
stored for free in NOOK Cloud. 



♦Asof October fl. 2012. 
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SMARTPHONE & 
TABLET TIDAL WAVE 

Gartner's analysts have been keeping 
a keen eye on the movement of smart 
devices, including smartphones and 
tablets. Their latest report finds that 821 
million such devices will sell worldwide 
by the end of 201 2; that's over 70% of 
all devices sold for the year. According 
to the firm, more than a billion smart 
devices will fly off the shelves in 201 3. 
Gartner also predicts that by 201 6, two- 
thirds of the mobile workforce will own 
smartphones. Tablet purchases for busi- 
ness reached 13 million units in 2012, 
but by 201 6, businesses will purchase 
53 million tablets. 



OLED TVS RAMPING UP 

A new report from NPD DisplaySearch reveals that large OLED (organic light 
emitting diode) displays are finally beginning to ship. OLED technology is cur- 
rently widely used in smartphone screens, but manufacturing large panels out 
of the stuff has proven tricky. The firm predicts that by the end of 201 2, 500 
OLED TVs will ship. In 201 3, NPD DisplaySearch expects 50,000 units to ship. 
The panels really take off in 2014, however, with NPD DisplaySearch expecting 
to see 1 .7 million units shipped. The report also expects that 4.8 million and 9 
million OLED TVs will ship in 201 5 and 201 6, respectively. 




OLED TVs are quite 
a bit thinner than 
LCD and plasma 
flat-panel TVs. 




PRINT GETS A BOOST FROM TABLETS 

According to comScore, almost 2 in 5 U.S. consumers read newspa- 
pers and/or magazines on a tablet in August. 1 0% of tablet owners told 
• People comScore that they read a magazine or newspaper almost daily. The 

appear to study found that 37.1 % of tablet owners read a newspaper at least once 

enjoy reading during the past month and 39.6% cracked the cover on a digital maga- 

newspapers zine or periodical during that period. Users of the Kindle Fire read the 

and magazines most, with 43.9% reading magazines or periodicals and 39.2% reading 
on tablets. newspapers at least once. 
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THE PITFALLS OF 
CHEAP SMARTPHONES 

According to NPD DisplaySe- 
arch, inexpensive smartphones 
(units that sell for less than 
$1 50) will drive the market to 
new heights, with shipments 
doubling every year between 
2010 and 2016, from 4.5 
million to 311 million units. 
The risk with these devices 
is that the growing user base 
makes them attractive targets 
for cybercriminals. But the 
larger audience isn't the only 
thing catching cybercriminals' 
collective eye: Some of these 
less expensive devices may 
lack security features that are 
designed to keep the devices 
safe. Regardless of the price of 
your smartphone, be safe by 
being suspicious of free apps 
that sound too good to be true. 
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J\ Outbox 
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C3 Saved E-mail 
-jl Search Folders 



EMAIL CLUTTER 

A new survey on marketing emails from Blue Kangaroo has determined 
that, whether they're wanted or not, marketing emails take up a signifi- 
cant portion of our inboxes. 20% of the survey respondents said that less 
than 20% of their new emails from the prior week were marketing mes- 
sages, 37% said more than 
one in five emails was from 
a marketing firm, and 26% 
said one of every two new 
emails was some form of 
daily deal, retail newslet- 
ter, or sales alert. Of those 
who are inundated, 18% 
said 65% or more of the new 
messages they received were 
marketing-related. 

• If you're experiencing inbox 
bloat, then marketing-related 
emails may be to blame. 



Arr 
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SOFTWARE MARKET 

IDC recently released its latest World- 
wide Semiannual Software Tracker, 
which found that as of the first half of 
2012, the global software market grew 
by 4.7% compared to the same period 
last year. Currently, the global market is 
worth $1 67 billion. The U.S. software 
market is doing better than the Western 
European market, and grew at a rate of 
6.8% for the first six months of 2012. 
When broken down by software type, 
the applications segment grew 5.1% 
year-over-year. Virtual machine and 
cloud system software markets also 
posted very healthy growth numbers: 
1 7.8% for the first half of 2012. 
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• Windows 8 Phone is now available. 

WINDOWS PHONE 8 

With Windows Phone 8, you'll be able 
to take advantage of Microsoft's new 
Windows 8 interface, which features 
Live Tiles, on your smartphone. Win- 
dows Phone also features Live Apps that 
provide current information about the 
app on your phone's Start screen. Some 
examples include flight information, 
news headlines, and current tempera- 
ture. A Data Sense feature allows you 
to use your smartphone online, while 
monitoring your data limit. The Data 
Sense feature can compress your Web 
images and defer specific tasks until Wi- 
Fi is available to adjust usage. Windows 
8 Phone is also designed to use digital 
wallet technology and near-field com- 
munication payments, so you can use 
the smartphone to pay for things. 



CRM UPDATE 

Microsoft plans to release an update for CRM Online in December of 2012, a patch 
designed to help to more visually guide users through CRM's business processes. For 
example, there's a new application capability that embeds Bing Maps and Microsoft 
Office 2013 compatibility. You'll also enjoy pre-defined best practice sales and ser- 
vice business process definitions, which you can configure to guide sales and service 
people throughout the lead, opportunity, and case management process. The built-in 
guidance can be tailored to fit a user's role in your organization. Customer addresses 
will be displayed on the embedded Bing maps. 




CRM UPDATE 



u yuu iiuur ui iu 



manaae leads 



and accounts, 



BACK UP FILES TO AN EXTERNAL HARD DRIVE IN WINDOWS 8 

Windows 8 offers a File History feature that will automatically back up your 
personal libraries, Desktop, and contacts to an external storage device. To set it 
up, open Control Panel, click System Security, and choose File History. 

SWITCH BETWEEN THE START SCREEN & 
METRO APPS IN WINDOWS 8 

In Win8, you can press the Windows key on your keyboard when you want to 
switch between the Start Screen and a running Metro app. 



SKYPE & MICROSOFT MESSENGER 

Skype has released a client for Window 8, as well as a Skype For Windows 
Phone 8 app. Additionally, it's expected that Skype will replace the Micro- 
soft Messenger client sometime in 2013. Fortunately, Microsoft has made 
it easy for Messenger users to transition over to Skype. Just download the 
latest version of Skype and sign in using your existing Microsoft account. 
All of your Messenger contacts will be displayed in Skype. Just some of the 
advantages of the upgrade include support for iPad and Android tablets, the 
ability to call landline and mobile phones, screen sharing, video calling of 
• Skype has optimized its interface for Win8. mobile phones, video calls with Facebook friends, and group calls. 
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AMERICAN SMALL 
BUSINESS SECURITY 

The National Cyber Security Alliance 
recently surveyed 1,015 SMBs (small and 
medium-sized businesses) and found that 
more than half said it was important for 
new hires to have basic computer skills 
relating to online safety and business 
security. One of the main reasons that 
online security skills are so important is 
that that 87% of SMBs have one or more 
employees who must use the Internet 
daily. Some 56% of those surveyed said 
that it was essential (41 %) or important 
(1 5%) that new hires understand the 
protection of private information, and 
55% of respondents noted that employ- 
ees should understand the importance of 
protecting intellectual property. 



LINK TOO 

Link Coworking (www.linkcoworking.com ) has expanded its original location in Austin, 
TX, adding Link Too. The 3,500 square foot workspace is designed to provide clients 
with a quieter work environment that includes dedicated desks and private, closed- 
door offices. The new space is also accessible 24/7 via biometric readers. Amenities 
include Wi-Fi, phone booths for private phone calls, wireless printing of 10 pages per 
week per member, and a Koi pond break area in the courtyard. In all, Link Too fea- 
tures 20 dedicated desks and 10 private offices for month-to-month or annual rental. 
Link Too doubles the space of the original Link Coworking offices. 






You don't have lime to read a 
book from cover to cover! 

in tNj r*t ewe* for bisiy toadm, 
find the article you need and 
read it Jrr under a minut* 

Gain on Insight, produce a 
change and make an 
enormous difference 



• Bridget DiCello's book can help you deal 
with difficult business discussions. 



HOW, NOT IF, TO NAVIGATE 
DIFFICULT CONVERSATIONS 

This book by Bridget DiCello is designed to be a go-to resource for 
tough topics when speaking with employees, colleagues, and others 
in your business. The goal of the book is to give you what you need 
in order to deal with uncomfortable situations. The book is therefore 
categorized into various types of issues you may face, so you can read 
over her advice and determine your best course of action in less than 
a minute. Bridget DiCello has been working with executive teams and 
professionals for more than a decade to help businesses transform 
their employees and companies. 
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• Groundworks can 
hold up to 10 full-time 
co-workers. 



GROUNDWORKS 

The Candy Factory, a co-working provider based in Lancaster, PA, has an- 
nounced that it will be adding a new branch in the lower level of 30 N. 
Queen St. The new location will provide Candy Factory members greater ac- 
cess to downtown Lancaster. It offers 3,000 square feet and can accommodate 
up to 10 full time members. Groundworks offers two meetings spaces and a 
lounge area, as well as flexible use areas for part-time workers. The original 
Candy Factory location is two years old and caters to small business owners, 
startups, remote workers, and freelancers. 



THE FACTS OF 
BUSINESS LIFE 

Author Bill McBean helps you to 
achieve a long-term understand- 
ing of business as your company 
evolves throughout its lifecycle. 
The Facts Of Business Life offers 
seven chapters, each devoted 
to one key fact that can help 
ensure success and (just as im- 
portantly) avoid mistakes. Some 
of the important chapter topics 
include: "If You Don't Lead, No 
One Will Follow/' "Protecting 
Your Company's Assets Should 
Be Your First Priority," and "The 
Marketplace Is A War Zone." 
McBean offers his four decades 
of business ownership experi- 
ence, and his advice can apply 
to starting, building, maintain- 
ing, and exiting a business. 



THE 




OF 



BUSINESS 
LI 



WHAT EVERY SUCCESSFUL BUSINESS 
OWNER KNOWS THAT YOU DO NT 



BILL McBEAN 

FOREWORD BY KEN FISH E R 

r«Jf TrWfS ftE*TiEtl. "HO »gTMOI» 




• The Facts Of Business Life helps you and 
your business prepare for change. 



New Media Expo 

Las Vegas, Nevada | January 6-8, 2013 
http://nmxlive.com/201 3-lv/ 

Affiliate Summit West 2013 

Las Vegas, Nevada | January 13-15, 2013 
http://www.affiliatesummit.com 

2013 WBENC Summit 

Baltimore, MD | March 13-14, 2013 
http://www.wbenc.org/ 

Business Expo & Small Business Confer- 
ence 

Madison, Wl | April 23, 2013 
http://greatermadisonchamber.com 

America's Small Business Summit 201 3 
Washington, DC | April 29-May 1, 2013 
http://www.uschambersummit.com/ 
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Small Business Resources 



The Web has a trove of resources for SOHOs (small and home 
offices) and small businesses — if you know where to look. Find an 
association that can help you meet your goals; get information from the 
government about loans, grants, and taxes; and stay up-to-date with the 
best small business newsletters and blogs. If you have a pressing 
question, pose it on a forum to see what your peers have to 



SCORE 

www.score.org 
(800) 634-0245 
(703) 487-3612 
1 1 75 Herndon Pkwy 
STE 900 

Herndon, VA 201 70 




Associations & 
Support 

Better Business Bureau 

www.bbb.org 

(703)276-0100 

4200 Wilson Blvd. 

STE 800 

Arlington, VA 

22203-1838 

Main Street Alliance (MSA) 

mainstreetalliance.org 
info@mainstreetal Nance 
.org 

(603) 831-1835 
351 8 S. Edmunds St. 
Seattle, WA 981 18 

National Federation of 
Independent Businesses 
(NFIB) 

www.nfib.com 
(800) 634-2669 
(615) 872-5800 
53 Century Blvd. 
STE 250 

Nashville, TN 37214 

National Small Business 
Association (NSBA) 

nsba.biz 

(202) 293-8830 

1156 15th St., STE 1100 

Washington, DC 20005 



Small Business 
Development Centers 
Network (SBDCNET) 

www.sbdcnet.org 
(800) 689-1912 
501 W. Durango Blvd. 
San Antonio, TX 78207 



BLOG 




Blocs 



Signal vs. Noise 

37signals.co m/s vn/posts 

Small Business Search 
Marketing 

www.smal Ibusinesssem 
.com 

Small Biz Bee 

smallbizbee.com 

Small Business Trends 

smallbiztrends.com 

The Small Business Blog 

www.sme-blog.com 




The Entrepreneurial 
Mind 

www.drjeffcornwal I .com 




Forums 



Small Business 
Administration 
Community 

www.sba.gov 
/community 

The Small Business 
Community Forums 

www.smal I business 
forums.org 

Small Business 
Ideas Forum 

www.smal Ibusinessbrief 
.com/forum 

The Young Entrepreneur 

www.youngentrepreneur 
.com/forum 




Government 

Grants.gov 

House Committee On 
Small Business 

smallbusiness.house.gov 

Small Business and 
Self-Employed Tax Center 

www. i rs . go v/b u s i n esses 
/small 

Small Business 
Administration (SBA) 

sba.gov 

U.S. Copyright Office 

copyright.gov 

U.S. Department of Labor 

dol.gov 

U.S. Senate Committee 
on Small Business & 
Entrepreneurship 

sbc.senate.gov 
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Small Business 

Development Centers 

Assistance For Entrepreneurs 



Haven't the foggiest idea how to 
harness your entrepreneur- 
ial spirit, pull yourself any- 
where using bootstraps, or think in 
or out of a box? Starting and run- 
ning your own business is tough, but 
fortunately for prospective and cur- 
rent small business owners, SBDCs 
(Small Business Development Cen- 
ters; asbdc-us.org ) dispense with the 
cliches and offer training, counseling, 
and other assistance to help you craft 
your vision into a real-world success. 

Run A Small Business 

Pooling resources from federal, state, 
and local governments, as well as the 
private sector and the educational 
community, The Association of Small 
Business Development Centers is truly 
a joint venture with a vested interest in 
fostering small business growth. For an 
overview of what the SB DC can offer 
you and your small business, visit bit.ly 
/dKYe2a . The SBA (Small Business Ad- 
ministration; www.sba.gov ) is partnered 
with SBDCs. 

Help On Your Turf 

You may be surprised to learn that 
there's probably an SBDC branch 
nearby; there are locations in all 50 
states, in the District of Columbia, 
Puerto Rico, and even in the U.S. ter- 
ritories. There are 63 nationwide Lead 
Small Business Development Centers 
coordinating program services for ev- 
ery sub-center and satellite location 
in each state. Centers are made up of 
directors, full-time staff members, and 
various part-time staff and volunteers. 

The best way to contact your near- 
est SBDC is to visit the Association of 



Small Business De- 
velopment Centers' 
Web site (asbdous. 
org ), input your ZIP 
code into the Find Your 
Nearest Small Business De- 
velopment Center text box, and then 
click Go. The results page will high- 
light Lead Centers but rank centers in 
order of those closest to your location. 
Often, SBDCs partner with universities 
and colleges, and tend to be found on 
campuses across the country. On the 
search results page, you'll also find 
a link to the local office's Web page, 

Frequent Question 

If you're like many other 
people starting a small business, 
funding is at the top of your 
mind. A common question that 
entrepreneurs have for SBDCs is: 
"Am I eligible for grant money?" 

The answer depends on the 
nature of your business. Grants, 
gov (www.grants.gov) will give you 
a clear picture of your options 
before your visit to a Small 
Business Development Center. 

email address, phone number, a fax 
number if available, and address. 

The Closest Thing 
To A Free Lunch 

The services offered may vary by 
location, but all SBDCs offer many 
services free of charge. Some typi- 
cal services you canexpect from 
your nearest SBDC include help with 
financial, marketing, production, or- 




ganization, engineering, and techni- 
cal problems and access to feasibility 
studies that can flesh out a fledgling 
business plan. Some SBDCs also of- 
fer affordable training seminars to 
help with various aspects of running 
a business. You can also rest assured 
that your business with the SBDC 
will remain confidential. 

Women's Business Centers 

The SBA offers WBCs (Women's 
Business Centers), which directly 
serve female entrepreneurs through 
nearly 100 educational centers na- 
tionwide. This organization strives 
to assist women in overcoming the 
hurdles they face in today's business 
environment by offering business 
management training and technical 
assistance to all women, with a special 
emphasis on economically or socially 
disadvantaged women. The services 
and training programs are also com- 
monly offered in multiple languages 
to enable those who speak English as 
a second language or are still learn- 
ing English. To find your nearest WBC, 
visit bit.lv/hs3st2 . 

Small Business, Big Payoff 

Small business owners know that 
achieving success is about taking risks, 
innovating, and making tough deci- 
sions day in and day out. Thanks to 
the services offered at the SBA, SBDCs, 
and WBCs, you're not on your own. 
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Built for Business 

The lntel®-Powered Ultrabook™ 

Your laptop has served you well but take a second and think about what you'd like to change about it. Would you 
like it to be more portable? Maybe have a longer battery life? How about if it could offer more security features? 



The lntel®-inspired Ultrabook™ 
delivers in all of these areas, so 
you won't have to compromise, 
giving up power for portability — or 
vice versa. 

Portability 

An Ultrabook™ is designed for 
use off the charger all day long; 
many models offer a battery life of 
seven to eight hours and a stand- 
by battery life measured in days. 
Compatibility with Windows 8 
also provides benefits for those on 
the go, especially if the system in- 
cludes a touch-optimized interface 
ideal for quick access to your fa- 
vorite apps. In terms of size, Intel® 
has designed Ultrabook™ devices 
to be less than an inch thick, so an 
Ultrabook™ won't crowd or weigh 
down your briefcase. 

Convertability 

Many Ultrabook™ systems fea- 
ture ingenious new designs that 
can bend, twist, and separate to 
make it easier to get work done, 
share ideas, video chat with col- 
leagues, and watch movies or 
presentations. These convertible 
designs, such as the Lenovo Twist, 
give users the flexibility to quickly 
convert an Ultrabook™ from a lap- 
top configuration with a built-in 
keyboard to a convenient, touch- 
oriented tablet. 

Responsiveness 

Intel's 3rd-generation processors 
provide you with the power to quick- 
ly handle everyday tasks and allow 





Look for the Ultrabook™-lnspired by Intel® logo at Staples 
to find a wide variety of exciting Ultrabook™ options. 



you to effectively multitask. Intel® 
also designs the Ultrabook™ to wake 
from Sleep mode in less than seven 
seconds, so you won't have to wait 



when opening the Ultrabook™. The 
combination of speedy and smart 
hardware allows you to maximize 
productivity. 



Security 



Intel® builds anti -theft technology into every Ul- 
trabook™ to allow you to remotely lock down the 
system if it's lost or stolen. When locked down, the 
Ultrabook™ won't boot up, but will instead display 
a locked screen with a custom "Good Samaritan" 
recovery message. The hardware-based anti-theft 
technology will also disable the Ultrabook™ if the 
hard drive is removed, replaced, or reformatted. 




f inteD ANTI-THEFT 



TECHNOLOGY 
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Portable Has Never 
Been So Powerful 

The Ultrabook™ offers many advantages over a traditional laptop, so it's good choice for anyone who 
needs a super-portable computer with enough power to handle your workday requirements. Here are 
some of the many advantages you'll experience when you upgrade to an Ultrabook™. 



Ultrabooks™ & Laptops 
Head-To-Head 


Ultrabook™ 

No-compromise 
performance and 
responsiveness in an 
ultra-sleek design. 


Laptop 

Some features, 
moderate performance, 
and built-in graphics in 
a traditional design. 


Always less than an inch thick 


y 

w 




Wakes up in a flash 


/ 




jgj Battery life that lasts for 5 to 7 hours or more 


/ 




Faster access to your favorite applications 


/ 




f Intel® HD Graphics for a seamless, 
ft stunning graphical experience 


/ 


On some models 


^htj Extra performance on demand 1 


On Intel® Core™ i5 and 
\7 processors 


On Intel® Core™ i5 and 
\7 processors 









1 Requires a system with Intel® Turbo Boost Technology. Consult your PC manufacturer. Performance varies depending on hardware, software, 
and system configuration. For more information, visit http://www.intel.com/go/turbo. 



3rd Gen Power 

A 3rd-generation Intel® Core™ processor-based PC delivers the ideal performance for your small busi- 
ness. This new generation of processor provides effortless multitasking and incredible performance that 
adapts to your needs. Your employees will experience stunning imagery, thanks to a suite of built-in 
visual enhancements — no extra hardware required. With performance like this, the only thing more 
amazing than an Intel® Core™ processor is what your employees will do with it. 



Ultrabook, Intel, Intel Logo, Intel Core, are trademarks of Intel Corporation in the U.S. and/or other countries. 
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Intel-Based Tablets 

The Best Choice For Business 

There are two editions of Windows 8 for tablets: Windows 8 and Windows RT. Tablets with lntel®-based 
processors can run the full version of Windows 8, which can handle your existing or current business applications 
and peripherals. 

Tablets without Intel-based pro- 
cessors may only run Windows 
RT, limiting your ability to use 
existing software and peripherals. 
The combination of Win8 and Intel® 
will result in the best performance. 

Flexibility 

lntel®'s Atom™ processors are capa- 
ble of supporting multitasking with true 
productivity apps, such as word pro- 
cessing and spreadsheet programs, so 
you'll actually be able to use the tablet 
for work. With the Atom™, you'll also 
enjoy all-day operation, thanks to the 
outstanding battery life, as well as ra- 
zor-thin, light tablet design — due large- 
ly to the Atom™ processor's excellent 
thermal conductivity. 

Easy To Use, Easy To Support 

Previous-generation tablets were dif- 
ficult to integrate with a work environ- 
ment, but Intel's architecture and sup- 
port for Windows 8 require little in the 
way of IT support. You'll also benefit 
from a range of security features — both 
hardware- and software-based — that 
help keep your sensitive business data 
safe. In short, everything just works, 
and it works securely. 




Connectivity 

Tablets allow you to be always in 
touch, and lntel®-based tablets can 
fetch social media updates and email 
while the device is in standby, so you'll 
never have to wait for new messages. 
You'll also have access to many of the 
cloud-based enterprise applications 
that you use for work. 



Productivity 

Intel® Atom™ processor-based tab- 
lets can handle most typical business 
tasks, such as email communications, 
document creation, and video confer- 
encing. You'll also enjoy easy access to 
network resources, collaboration ap- 
plications, and other programs neces- 
sary for business. 
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Windows* 8 



Windows* RT 



Compatible with apps from the Windows Store 



Compatible with cameras, printers, and other devices 



Limited 



Compatible with Windows 7 applications and programs 
outside of the Windows Store 



: 
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A Scanner That's As 
Mobile As You Are 

The Xerox Mobile Scanner - Quality Scans Wherever You Go 

You no longer need a PC to send an email or browse the Web— with today's technologies 
you can do that wherever you are using a smartphone or tablet. 




And now, thanks to Xerox, you 
can also scan documents and 
images wirelessly, from any- 
where. The Xerox Mobile Scanner is 
a fully-functional scanner that goes 
with you and delivers professional- 
looking results every time. 

Shames Smartphone Scans 

Using an app on your smartphone 
or tablet to take a photo of a docu- 
ment in lieu of scanning it often re- 
sults in poor-quality documents, un- 
wieldy image files, and scans that 
look almost nothing like the original. 
Sure, it'll do in a pinch, but when 
you need professional-quality re- 
sults, the Xerox Mobile Scanner is a 
much better alternative, one that can 
scan in color or black and white, is 
compact enough to take with you, is 
simple enough for anyone to use, and 
is completely wireless, so you don't 
need a PC or notebook to create or 
access the scanned documents. 

Easy & Powerful 

Technology is only convenient 
when it's easy to use, and ease of use 
is a hallmark of the Xerox Mobile 
Scanner. With just the push of a but- 
ton, the unit lets you select one of 
three scanning profiles: color docu- 
ments, black and white documents 
(in PDF format), and photos (in JPEG 
format). To scan, just slip the page 
into the scanner and it automatically 
pulls the page through. In conjunc- 



tion with the mobile app, you can 
use the scanner to archive docu- 
ments, upload them to the cloud, or 
share them via email. 

Wireless Wonder 

The Xerox Mobile Scanner comes 
with a 4GB Eye-Fi Wireless SD card, 
which acts as both the unit's internal 



document storage and the wireless 
transmitter that you can configure to 
automatically send the scans to the 
cloud or to your choice of a Mac, PC, 
Android-based smartphone or tablet, 
iPhone, or iPad. The Xerox Wireless 
Scanner also features a rechargeable 
battery and a carrying case, so it's 
truly as mobile as you are. 
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Tech Tip 



Wireless Charging 



Well Almost 



Wireless charging is being hyped as the Next 
Big Thing to hit the tech world: Why plug 
in your gadgets and have unsightly (and oc- 
casionally dangerous) wires strung all over the place, 
when you can charge your smartphone or other de- 
vice simply by laying it on a conductive pad? 

And it's really almost that cool. There are two "wire- 
less" charging technologies: solar and inductive. So- 
lar charging is typically accomplished by exposing a 
small, USB-equipped solar panel to the sun and con- 
necting it to your device via a USB cable. (So, yeah, 
technically that would be a wire.) Inductive charging 
is achieved by placing a compliant device on a charg- 
ing pad that is itself plugged into a power outlet. (OK, 
another wire.) Note that not all devices will work with 
all such chargers, although standards are emerging. 




In both cases, as you can see, there actually is a wire 
in use. So, no — not yet completely wireless. Still, it's 
possible to charge multiple devices at one time with 
these technologies, and the (almost) wireless approach 
is certainly more convenient than having multiple 
wires and power supplies strewn about. 



Accessories 



There When You Need It, Gone When You Don't 

Solo Classic Smart Strap™ Briefcase 



www.solo.net 



Solo's innovative Smart Strap™ 16" Briefcase includes 
an ingenious shoulder strap that retracts into the case 
frame when not in use. With the Smart Strap Briefcase, 
the shoulder strap is there when you need it and gone 
when you don't 

Ride Along® strap allows the bag to slip over telescop- 
ing handle system for consolidated travel 

Padded laptop section protects laptops up to 1 6 inches 

Zip-down organizer section with pen loops, business 
card holders, accessory pockets, and key fob 

Made of durable black polyester with padded frame 
construction 

Cushioned carry handles 



lo 
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Covers up to 5 Devices 

Norton One™ Protect Your Stuff with One 



Software 



www, norton.com 




Protect multiple 
computers and 
mobile devices 
with Norton™ 



security software 



Welcome to Norton One, a new membership that makes protecting multiple computers and devices easier than ever. 
Secure any combination of five Macs, PCs, iPhones, iPads, and Android™ devices with your favorite Norton security 
software. And add an extra layer of protection with new anti-theft capabilities. If you need help with set up, dedicated 
experts are always available in two minutes or less (estimated). 

• Protect multiple devices and computers 

With a single membership, you can secure up to five PCs, Macs, iPhones, iPads, and Android devices — in any 
combination you like. You can easily add new devices, remove old ones, and transfer coverage all from a single Norton 
One dashboard. 

• Stay safe with Norton security software 

Norton One gives you access to the most current versions of our best security software, including Norton™ Internet 
Security for Macs, Norton 360™ for PCs, Norton™ Anti-Theft, and Norton™ Mobile Security. 

• Protect yourself against loss and theft 

Stolen computers and devices can expose valuable files and data. Norton Anti-Theft, which comes standard with your 
membership, can help you locate stolen devices, render them inoperable, and delete the data they contain. 

• Store your most important files online 

Automatically back up important files to 25 GB of secure, online storage available through Norton 360, which comes 
standard with your membership. 

• Get fast, dedicated, support 

Always reach dedicated Norton One experts 24x7x365 via chat or phone in an estimated two-minutes or less. For extra 
convenience, you can even leave a callback number. Additionally, think you have a virus? Norton One experts can 
examine your Mac or PC remotely and remove anything they find. 



>/ Norton 



by Symantec 



J 
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etworkina Your 



Small Office 



Network connectivity can be found in nearly all of today's electronics, from 
televisions to telephones, and from printers to picture frames. 



It's difficult to imagine being totally disconnected, unless you're in a car in the 
middle of a desert — and even then, you may have a tethered connection for your 
laptop or a direct cellular connection with your smartphone or tablet. And connect- 
ing your devices to your home of office network can be as simple as moving within 
range of a Wi-Fi or other radio signal. 

At work, people are able to use more bandwidth than ever more productively than 
ever, thanks to cloud computing services, shared storage, online applications, and 
streaming multimedia. If your office network can't handle the amount of Web traffic 
generated by your employees, you're losing productivity. And if you've noticed that 
your network often seems sluggish (or if you plan on expanding your website or your 
workforce), now is the time to upgrade. 
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Set Up & Protec 

Your Network 



Wireless Router Installation & Configuration 



1 



Setting up and securing a wireless router in your 
office is something anyone can do. Here, we'll take 
you step-by-step through the physical installation 
and setup of a wireless router. 




Download 
Speed 



1.5Mb 

3.0Mb 

6.0Mb 

10.0Mb 

12.0Mb 

24.0Mb 



Upload 
Speed 



384Kb 

786Kb 

7S6Kb 

1Mb 

1Mb 

1Mb 



$39.99/mo 
$39 &9/mo 
$44.99tano 
$69.99/mo 
$69 &9/mt> 
$99. 99/mo 
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P> STEP 1 



Internet service providers offer a variety of plans, including those with static IP 
addresses that provide you with local hosting capabilities for Web servers. 



Start by disconnecting the de- 
vice that is currently connected to 
your cable or DSL modem. If you 
don't already have a network, this 
is likely a PC. If you're upgrading 
a network, this is likely the old 
router. 
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(Z> STEP 2 

Power off your cable or DSL 
modem. 

f=> step 3 

Run an Ethernet cable from 
the cable or DSL modem to the 
router's WAN (wide-area network) 
port. Note that it's best to locate a 
wireless router in the middle of a 
home or office, if possible, so that 
the signal will reach all of your 
devices. To move the router, you 
may need to move the cable or 
DSL modem, or locate a stretch of 
Ethernet cable that's long enough 
to reach the spot where you want 
to place the wireless router. 

P> STEP 4 

Connect one end of an Ethernet 
cable to the LAN port on the rout- 
er and connect the other end to a 
PC with a wired Ethernet connec- 
tion, because you'll need a wired 
connection to access and config- 
ure the wireless router. 

f=> STEP 5 

Attach the power adapter to the 
router, and plug the power adapter 
into a wall outlet. In some cases, 
you may also need to switch the 
router on. Also, you can now power 
on your cable or DSL modem. Wait 
a minute or two until both the rout- 
er and modem have booted up. 

P> STEP 6 

Turn on the computer that's 
connected to the router and open 
your Web browser. Reference 
the router's users manual to find 
the address you need to enter 
to make changes to the router's 
configuration. Typically, the Web 
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address will be something simi- 
lar to http://192.168.10.1- Once 
you open the configuration util- 
ity, you'll need to enter a user- 
name and password, the defaults 
for which are generally "admin." 
Note that you can (and should) 
change the username and pass- 
word within the router's settings, 
so that only you will be able to al- 
ter the router's configuration. 

P> STEP 7 

You should now have access to 
the router's configuration utility. 
Start by setting up your Internet con- 
nection with the information that 
was provided by your ISP. Many 
routers offer a setup wizard area; 
from here you can click through the 
most common options to quickly 
configure your router. After you've 
entered the data, you'll likely need 
to reboot the router for the settings 
to take effect. 

P> STEP 8 

Most routers begin broadcasting 
a Wi-Fi signal by default, but you'll 
want to alter the settings with a 
network name and password that's 
known only to employees and 
guests. To protect your network, it's 
wise to encrypt it. Typically, these 
settings should be listed under a Wi- 
Fi or wireless settings area where 
you'll change the network name. To 
change the network name, look for 
the SSID Service Set Identifier) field. 
Enter the name of the network you 
prefer, such as your business's name 
or something that will help employ- 
ees easily figure out what network 
they should join. As an extra securi- 
ty measure, consider setting the sys- 
tem so that it does not broadcast the 
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Wizard 


1 




Setup Wizard 
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internet Connection Setup Wizard 
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© You can configure the router by opening the Web portal listed in the users manual. 



Wide Area Network (WAN) Settings 
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WAN (.cmrractwri ryoe 




MAC Address Clone 




HT Phvwul Mode 



Select and configure the Internet 
settings that match what's provided 
by your Internet service provider. 



Give your network a name and 
encrypt the signal, so that only 
authorized users can access it. 
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SSID, in which case your employ- 
ees (or family) will have to manually 
enter the name when they (or you) 
set up their computers to connect 
to the wireless network. (See the 
"Hide Your Network" sidebar.) 

P> STEP 9 

Next, configure the network's 
encryption protocol. There are 
three common encryption stan- 
dards: WEP (Wired Equivalent 
Privacy), WPA (Wi-Fi Protected 
Access), or WPA2. WPA2 is gen- 
erally considered the strongest 



encryption method, and WPA- 
PSK (pre-shared key) allows you 
to use a memorable password, 
rather than a long, random string 
of numbers and letters. To set up 
Wi-Fi encryption, choose the stan- 
dard you want to use and enter the 
password into the available fields. 
Whatever you choose, come up 
with a good way to remember the 
network name and key or write it 
down (keep it in a secure location 
if you do so) to make it easy to 
give it to employees and important 
clients who need Wi-Fi access. 



(=> STEP 1 

Now, you should be able to 
see and access the network on 
your office computers. If ser- 
vice still seems to be spotty or 
slow, check with your employ- 
ees about what Web applica- 
tions they are using during the 
workday. For example, video 
conferencing or social network- 
ing tools occasionally take up 
extra bandwidth, although they 
can be useful for meeting and 
interacting with clients and cus- 
tomers remotely. 



Why WPA2 Encryption 

Placing encryption on your network is important, because otherwise people within the wireless router's 
range will be able to connect to your local network, which may lead to access to the shared files and fold- 
ers on your network. WPA2 (Wi-Fi Protected Access version 2) is the strongest protocol, because it can uti- 
lize multiple encryption methods — AES (Advanced Encryption Standard) andTKIP (Temporal Key Integrity 
Protocol). To set up WPA2, enter your router's settings and provide the username and password. Next, find 
and select the wireless network setup area. Under an encryption or security section, select WPA2 and enter 
the password you wish to use. You may also see options for AES, TKIP, or both. AES is the stronger of the 
two types, but select both if you're unsure whether all the devices on your network support AES. 



Hide Your Network 

If you want the Wi-Fi network to be harder to 
find, you should disable the router from broadcast- 
ing the SSID name. Those who know the network 
name will still be able to connect to it, but the 
network won't come up when people scan the 
area for available networks. Note that disabling 
the SSID isn't an alternative to wireless encryp- 
tion, because it's fairly easy for hackers to find 
non-broadcast SSIDs. The controls for disabling 
the SSID broadcast should be under the Wi-Fi or 
wireless network settings when you log in to the 
router management portal. 



802.1 lo/b/g/n 



Nearly all new routers utilize the 802.1 1 n 
Wi-Fi standard. That said, you may have in 
your office a number of older devices that only 
work with the older 802.1 1 a/b/g standards. 
Fortunately, 802.1 1 n is backward-compatible 
with the 802.1 1 b/g standards, and most routers 
offer a Mixed Mode that allows the router to 
deliver Internet access to 802.1 1 b/g/n devices. 
To support computers with 802.1 1 a wireless 
adapters, you'll need a dual-band router, which 
is one that supports both the 802.1 1 a and 
802.11 b/g/n standards. 
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Make A Connection 

Networking 

Your Devices 



Many of today's devices rely heavily on access 
to your office network and the Internet. In this 
tutorial we'll show you how to connect devices 
to the company network. 



m 





A wired connection is 
one of the easiest ways to 
connect to your local network. 



Laptops 

Most laptops support wired and 
wireless connections. Creating a 
wired connection can be as sim- 
ple as running an Ethernet cable 
from the router to the Ethernet port 
on the laptop. To connect to a lo- 
cal Wi-Fi network, you'll need to 
know the SSID (Service Set Identi- 
fier), which is the name you gave 
the network when you set up the 
router. You'll also need to know 
the security passcode. 

To connect with a laptop run- 
ning Windows 7, select the net- 
work icon in the Notification 
Area of the Taskbar (in the lower 
right corner of the screen). Under 
Wireless Network Connection, 
you should see the SSID for your 



Smart Computing / January 2013 23 



office network, as well as the 
signal strength of the network. If 
your signal is weak or the SSID 
doesn't appear, you may need to 
move closer to the wireless router 
for a more reliable, faster connec- 
tion. Double-click the network 
you want to connect to and enter 
the password. When the laptop 
successfully connects, the icon in 
the Windows Taskbar will change 
from gray to white signal strength 
bars. 

In Windows 8, move your 
mouse to the upper right corner 
of the screen (or swipe in from 
the right edge of the screen, if the 
PC has a touchscreen) to bring 
up the Charms Bar, which will 
appear on the right side of the 
screen. Select the Settings icon 
in the Charms Bar and choose 
the Wi-Fi icon. Select the Wi-Fi 
connection that lists the network 
SSID, and click Connect. Assum- 
ing that the network requires a 



Currently connected to: 




Network 1 
Internet access 




^_ Network 2 

^ No Internet access 




Wireless Network Connection 




Network 3 Connected 




Network 4 




Network 5 




Network 6 




OtJher Network 


.-■ 


Open Network and Sharing Center 





Windows 7 makes it simple to find (and 
connect to) nearby Wi-Fi networks. 



r 



Benefits Of A 
Wired Connection 

• Connecting your desktop or laptop via 
Ethernet cable will provide an Internet 
signal that is faster (and more reliable) than 
a Wi-Fi connection. 

• Connecting your computer to the network can be as easy as 
plugging the Ethernet cable into your router and your PC. 




Benefits Of 

A Wireless Connection 

• When you connect via Wi-Fi, you won't 
have the hassle of being tethered to a 
particular location, so you can move 
between an office and board room while 
remaining connected to the Internet. 

You have the freedom to access the Internet in areas 
where wired connections aren't available, such as a 
coffee shop or an airport. 




password, enter the credentials 
and click OK. 

Tablets 

Most tablets can only connect 
to your office network wirelessly 
because they lack an Ethernet port. 
Although specific steps will vary by 
brand and model, you can general- 
ly reach the Wi-Fi feature by open- 
ing a Settings menu and finding the 
Wi-Fi or Wireless Networks tab. 

Android 

With a tablet that runs Android, 
bring up the app screen and select 
Settings. Choose Wireless & Net- 



works and choose Wi-Fi Settings. 
Make sure the Wi-Fi is on (could be 
an on/off switch or you may need 
to check the Wi-Fi checkbox) and 
wait for the tablet to scan for avail- 
able networks. Select the network 
to which you want to connect, and 
enter the security credentials. Select 
Show Password if you want to see 
the characters you enter. Tap Con- 
nect when youVe entered the pass- 
word, and you'll see a Wi-Fi icon in 
the notification area. 

iOS 

With a tablet that runs iOS, click 
the Settings app and select Wi-Fi. 
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© When connecting with a tablet or smartphone that runs 
iOS, you'll need to open Settings and select the Wi-Fi tab. 
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In Android, 
visit the Wi-Fi 
Settings area 
to view local 
networks and 
connect to 
them. 




(*) Windows 8 allows you to choose the Connect Automatically 
checkbox when selecting a network, so in the future it will 
immediately connect when the device is within range. 



Make sure that Wi-Fi is switched 
on, and look through the avail- 
able networks for your preferred 
connection. Select the option you 
prefer and enter the password. 
Once connected, the Wi-Fi icon 
will turn blue. 



Windows Phone 

For smartphones that run Win- 
dows Phone 8, swipe in from the 
right side of the screen. Then, se- 
lect Settings in the Charms Bar 
and choose the Wi-Fi icon. Tap the 
Wi-Fi connection you want to con- 



nect to and press Connect. Enter 
the password credentials and click 
OK. If your smartphone runs Win- 
dows Phone 7, select Start, flick left 
to see the App list, select Settings, 
and click Wi-Fi. Double-check that 
Wi-Fi networking is on and let the 
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Other Devices That Can 
Connect To Your Network 



Printers that can be shared 
with everyone connected to 
the network. 

NAS (Network Attached Stor- 
age) devices provide group 
file sharing. 



Smart Energy Management 
Technology offers remote-con- 
trolled thermostats and related 
features. 

HDTVs that include built-in 
online streaming apps. 



Wi-Fi When You're 
Out & About 

If you're connecting outside of the office, such as at a local cof- 
fee shop, you may find that you don't have access to the Internet 
(even though you're connected to the shop's Wi-Fi hotspot) until 
you open your device's browser and accept the agreement that 
automatically appears. 

Sometimes businesses charge for Wi-Fi access, so you may 
need to pay for a given amount of Internet time. A number of 
tablets are also capable of connecting to the Internet via built- 
in mobile broadband connections. These 3G- and 4G-enabled 
tablets are generally always connected, unless you set the 
tablet to Airplane mode (a mode in which all wireless connec- 
tivity is disabled). 



phone scan for available connec- 
tions. Tap the network to which you 
want to connect, enter the security 
credentials, and click the checkbox. 

Smartphones 

Smartphones typically have 
mobile broadband and Wi-Fi con- 
nectivity. The mobile broadband 
connection is convenient, but 
the office Wi-Fi connection will 
provide faster, more reliable Web 
browsing and downloading. 

Android 

With an Android phone, open 
Settings and click Wireless & Net- 
works. If Wi-Fi is not enabled, 
click the Wi-Fi tab to initialize a 
network scan. To see the available 
networks, click Wi-Fi Settings. Se- 
lect your preferred network and 
scroll down to enter the security 
credentials. Once you've entered 
the password, click Connect. A 
Wi-Fi icon will appear in the no- 
tifications area once the smart- 
phone is connected. 
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Many readers feature Wi-Fi connections 
to let you download books when you're 
on the go. 



iOS 

With a smartphone running 
iOS, click Settings, select Wi-Fi, 
and ensure that the Wi-Fi is en- 
abled so that the smartphone can 
scan the area for Wi-Fi hotspots. 
Selecting a network will open an 
Enter Password screen where you 
can provide the Username and 
Password. When you've entered 
the credentials, click Accept and 
you should see blue bars next to 
the Wi-Fi icon. 



E-readers 

Many ebook readers have Wi- 
Fi connectivity. Some also support 
mobile broadband connections. 
Wi-Fi management tools are usu- 
ally found in the e-reader's settings 
under Wi-Fi or Wireless Networks. 
Connecting to an e-reader's mobile 
broadband service is even easier, 
because the device usually con- 
nects automatically. If the e-reader 
isn't connected, simply turn on the 
connection in the Settings menu. 
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Business Technology 



Document 
Management 

Optimize Your Records For Quick Reference 




Documentation and business 
go hand in hand, so it's likely 
that you have on hand a lot 
of paper and electronic documenta- 
tion related to your home or small 
business. In fact, there are probably 
many cases where you'll have a trail 
of both paper and electronic re- 
cords. That's where document man- 
agement tools and software can help 
you to quickly answer questions and 



reconcile any issues relating to your 
business records. 

Let's say that you have a smal I used 
car lot. Any sale likely includes legal 
paperwork, an invoice, and elec- 
tronic records in your accounting 
software. You may also have docu- 
ments such as delivery receipts, a car 
history, and other vehicle records — 
all of which may or may not be elec- 
tronic. The various records may also 



be spread across long timespans and 
different work departments. Now, 
let's say that someone attempts to re- 
turn the car under the provisions of 
a 'lemon law." You'll need to show 
that the car has been certified under 
warranty and delineate the vehicle's 
history. Finding all the documents 
to review the contract, car history, 
and transactions could be difficult, 
unless you've implemented some 
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Business Technology 
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< The OCR capabilities of document man- 
agement software allow you to search 
PDFs and other files for specific text. 

V An automatic document feeder makes it 
easy to scan long documents. 



type of document management sys- 
tem. Where are all of these records? 
Can you round them up quickly and 
easily? Cam you ensure that none of 
them have been lost? 

What Is Document 
Management? 

Document management soft- 
ware allows you to digitize all of 
your records, and it also offers the 
ability to organize the various bills, 
receipts, invoices, and other docu- 
ments into one large, searchable 
digital database. This will you save 
you and your employees valuable 
time when referencing past transac- 
tions for whatever reason. All you'll 
need to do is scan the paper cop- 
ies and categorize the content into 
the appropriate digital record. Once 
it's in the system, you just search the 
document management software to 
find the necessary documentation. 



No more looking through stacks of 
folders and dusty basement file cab- 
inets for old receipts and statements. 

What Hardware Will 
You Need? 

A scanner or all-in-one printer 
will let you scan documents and 
store them on a local computer or 
server. If you need to scan a large 
quantity of pages, consider invest- 
ing in an all-in-one printer with 
an automatic document feeder, 
because it will be able to grab 
one page at a time from a stack of 
documents, rather than requiring 
that you manually place each page 
when a scan is finished. Addition- 
ally, you'll enjoy the convenience 
of long documents saved as one 
file, rather than as a collection of 
multiple pages that must then be 
individually categorized. (Note 
that portable scanners are avail- 



able for employees who spend 
much of their time on the road.) 

Software 

Recommendations 

When searching for document 
management software, you'll find 
that there many options. Most 
will provide OCR (optical charac- 
ter recognition) capabilities that 
will digitize the printed text so 
that it can be edited, copied, and 
searched. Once the software cap- 
tures the text, it will typically al- 
low you to categorize the key in- 
formation, such as a client names, 
prices, and dates, so that you can 
filter documents. For instance, let's 
say that one of your best customers 
is disputing a charge. Searching for 
the customer's name could bring 
up hundreds of entries and take 
a long time to sort through. Being 
able to filter by date or purchase 
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Re: Word Version fo_ 
RE: Word Version fo_ 
, RE: Word Version fo_ 
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Date modified 

1110012 3:4 J AM 
11/4/2012 3:42 AM 
10/25/2012 2:17 PM 
10/25/2012 154 PM 
10/25/2012 LIS PM 
10/25/2012 1-19 PM 
10/25/201? 1:09 PM 
10/23/2012 931 A_ 
10/25/2012 «1A_ 
10/23/2012 Ml A- 



Type 

OulfOOk E-Mail M_ 
Qjilocik E-Mail M_ 
Quiiook E-Mail M_ 
Ouliook E-Mail M._ 
Ouliook E-Mail M.. 
Oifllook E-Mail M, 
Micruwfl Word 97- 
CMkwk E-Mail M_ 
Ouilook E-Mail M_ 
IM - 
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Deleted tie ™ 
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< Sorting data by specific categories 
helps you track down documents 
more easily. 



V With a document management system, 
you'll no longer need rows and rows of 
cabinets to hold paper records. 
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order will allow you to quickly 
find the pertinent record. 

It's also critical that your document 
management system easily integrate 
with the business applications in 
your office, including financial and 
regulatory compliance programs. 
Integration with your business ap- 
plications will allow employees to 
more easily use the system and keep 
information secure. Integration with 
the applications you already use will 
ensure that you won't be switching 
between applications to manage 
records, which will save time, re- 
duce errors, and improve efficiency. 
If you're following strict regula- 
tory compliance protocols (such as 
FERPA or HIPPA), you should invest 
in document management software 
with built-in encryption and the 
ability to track document history, so 
that you'll know who's viewed and 
changed any document. 



What It Can Do 

The key to the whole digital man- 
agement process is your ability to 
categorize and search for specific 
criteria. For example, let's say that 
you want to make a folder for all of 
the tax documents in your office. It's 
key that each paper and electronic 
record be virtually filed under a 
'Taxes" category or have some other 
notation that would link it to the oth- 
er tax documents. Many advanced 
document management systems can 
automate such categorization based 
on the information they gather from 
the OCR'd text. A good document 
management system makes finding 
information simple. 

And because all of the documen- 
tation can be found in one secure 
area, you won't need to have mul- 
tiple people searching for records. 
Gone are the days of asking the HR 
person to bring up personnel re- 



cords, while accounting delivers the 
financial information. Some docu- 
ment management software can also 
help automate workflows based on 
preconfigured rules and events. For 
instance, any order from the com- 
pany's website can automatically 
route to someone who approves it; it 
then automatically moves on to pay- 
ment processing and shipping. All 
the documentation and decisions 
are automatically directed to the ap- 
propriate person. 

Once the data is organized, most 
document management systems can 
also export, email, or back up a col- 
lection of information, so that it can 
be placed in a report or sent to high- 
er-ups. Some document manage- 
ment tools can even export to digital 
document formats acceptable by the 
IRS, so you can submit tax docu- 
ments digitally, rather than by mail- 
ing a thick pile of paperwork. 
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Mobile Marketplace 

Business Apps For Android & Windows Phone 7 & iOS 



Some powerful business tools are floating in the sea of smartphone apps. Each month, we'll 
highlight some of the best ones for Windows 7, iOS and Android platform users. (Unless 
otherwise noted, Windows Phone 7 apps are available in the Windows Phone Marketplace, 
Android apps in the Android Market, and iOS apps in Apple's App Store.) 
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Xpense Tracker 

[ Windows Phone 7 ] 

There are two ways to track ex- 
penses when you travel: after you get 
back in the office or while you're on 
the road, logging expenses as they oc- 
cur. The latter method is typically the 
more convenient of the two, and with 
Rosi Reddy's Xpense Tracker, you can 
use your Windows Phone 7 device to 
do it. This app lets you track expenses 
by name, account, date, category, or 
personal expense account. The app 
also lets you track income, generate 
recurring expenses and income, and 
view balance sheets. Xpense Tracker 
also lets you upload your expense 
reports to Dropbox as CSV (comma 
separated value) or Excel documents. 
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RapDialer 

[ Windows Phone 7 ) 

For those occasions when you 
actually need to make a phone call 
with your smartphone, sometimes 
just getting the number you want 
can be a chore, especially for the 
contacts you call most frequently. 
RapDialer is a speed-dial app that 
lets you rapidly search for the con- 
tact you want to call by just typ- 
ing the name, phone number, or a 
designated speed-dial number. This 
app supports full-text search with 
T9 keypad or QWERTY keyboards, 
settings and groups backups to Sky- 
Drive, and prefix dialing; it also lets 
you share a contact's profile via 
SMS, email, or QR Code. 




Sky Wallet 

[ Windows Phone 7 ) 

Sky Wallet is a premium password 
manager and much more. The app 
acts as a mobile wallet, letting you 
easily store and organize all your sen- 
sitive data, including multiple credit 
cards and bank accounts, as well as 
the passwords and logins for your on- 
line accounts. The app features tem- 
plates for storing popular information, 
or you can create your own manu- 
ally by adding new categories and 
fields. Sky Wallet is also useful for its 
integration with SkyDrive, which lets 
you store the data on your SkyDrive 
account. And because it uses 256-bit 
AES encryption and a master pass- 
word, your data always stays safe. 
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Pearltrees 



Mind mapping, or the process of 
organizing ideas and concepts into 
a branching diagram, is an intuitive 
way to process and organize data. In 
a similar way, Pearltrees lets you cre- 
ate lists of web pages, images, vid- 
eos, media files, and more — all in a 
nonlinear fashion. Because Pearltrees 
organizes information more organi- 
cally, you can more quickly retrieve 
the object you're looking for. Pearl- 
trees works offline too, so you always 
have access to the stuff youVe saved. 
Pearltrees also has an active commu- 
nity of users, which you can leverage 
to discover new things from those 
with similar interests. 
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SlideShark 



Whenever you need to view a 
PowerPoint presentation, you're 
probably accustomed to waiting un- 
til you have access to a PC to open 
it. But with SlideShark, viewing and 
sharing PowerPoint presentations 
on the iPad and iPhone is simple 
and quick. SlideShark preserves the 
slideshow's animations, native fonts, 
colors, and graphics, so you see it 
exactly as the author intended. To 
get started, all you need to do is 
upload a PowerPoint presentation 
to your free account, download 
and view the presentation on your 
iPhone or iPad, and then share the 
presentation via email. 
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Sleep Machine 



One of the hardest things about 
working on the road is trying to get 
a good night's rest. SleepSoft offers 
a very comprehensive white noise/ 
ambient music sleep aid in the 
Sleep Machine. This app lets you 
play 91 professionally mastered ste- 
reo sounds, including beach, rain, 
thunder, fireplace, distant train, and 
multiple variations of white noise. It 
also includes a wide variety of ambi- 
ent music, including Native Ameri- 
can flute, wine glasses, and wind 
chimes. You can even play multiple 
sounds simultaneously and add iPod 
music to create your perfect combi- 
nation of sleep-inducing sounds. 
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App Of The Month 
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Safe Browser 



[Android ) 

Windows Phone 7 users aren't 
the only ones with access to secure 
browsers; Safe Browser from Cloud- 
acl Webfiltering features built-in fil- 
ters to block websites that host adult 
content, illegal drugs, online gam- 
ing, gun-related information, spam, 
social networks, and spyware and 
viruses. The application also blocks 
anonymous proxy sites that attempt 
to circumvent firewall or parental 
control software. The application ad- 
ministrator can input the password 
at any point to bypass one or more 
of the filters. Just set Safe Browser to 
be your default Web browser, and 
get a little peace of mind. 



Trip from CDG to LHR 

Dec 20, 2011 - Dec 22, 2011 

Jil Trips 

1 active, 12 upcoming 

(\ Book Travel 

Book a Hotel, car and more 




Concur 

[Android J 

Concur is like a Swiss Army Knife 
that the TSA won't confiscate. This use- 
ful app lets you track your expenses 
while on the road and completely man- 
age your business travel as expenses 
arise. Concur lets you import data from 
credit cards, take and categorize pho- 
tographs of your receipts for future ref- 
erence, submit and approve expense 
reports, itemize hotel charges, add 
events, record meeting attendees, and 
approve travel requests, all from your 
Android-based smartphone. (There's 
also an iOS version of Concur.) One 
of Concur's best features is the intuitive 
interface, which makes it a breeze to 
use even its advanced functions. 




Ghostify 

[Android ] 

One of the best ways to keep 
your phone fast and responsive 
is to limit the number of ap- 
plications you install on it. The 
problem with this strategy is that 
the speed you gain is ultimately 
lost as you repeatedly search 
for and download apps you oc- 
casionally use, only to uninstall 
them a week later. With Ghos- 
tify, every time you uninstall an 
app, it leaves behind a ghost 
in the Ghostify app. Click the 
ghost to automatically begin re- 
installing the application. Now 
you can keep your smartphone 
nimble, but you won't to wor- 
ry about losing track of those 
must-have apps. 
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Create Your Own 
Business Cards 

Save Money & Add Convenience 




Your Name Here 



Business Name 

Address City, ST ZIP 

Tel: 800,800.0000 fw: 800.800,0000 

Webi wwv.'.your^eb&ite.cotn 



Your Name Here 

Business Name 




Designing and printing your 
own business cards can save 
you both time and money. 
No need to wait weeks for the cards 
to come back from the printers, and 
you can change the design of your 
business card on a whim. There's 
a huge variety of pre-perforated 
business card sheets that you can 
pick up at your local office supply 
store, so you won't be forced to buy 
500 or 1 000 of a given design. The 
printing process is also pretty sim- 
ple, and makes it easy to print more 
cards if you begin running low. 
Here, we'll explain how you can 
both create and print professional- 
looking business cards. 



Design Tools 

These days, most word process- 
ing and office productivity suites 
come with a business card design 
template that you can use to create 
your business card. In some cases, 
the business card template will be 
listed under a broader category, 
such as Labels, so you may need 
to search through the template 
options to find the business card 
setup. It's best to use a template, 
because they're already configured 
to work with the pre-printed busi- 
ness card sheets sold at local of- 
fice supply retailers. (In fact, some 
sheets of blank business cards ac- 
tually come with design software 



to ensure that the cards print out 
perfectly, so you may just need to 
invest in a sheet of business cards 



Name 




Crotetii ( 












nut 




MY CARD 


I 



Choose a design that best reflects 
the image you want to present to 
clients and customers. 
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Address labels [Water 

Ripple design, with 
macro, 30/sheet works 
with Avery 5160,5960. 
8160) 



Confidential labels 
(Colored Blocks design, 
30 per page) 



Address labels (Flourish 
design. 14 per page) 



Address labels (Red 
Daisy design, 30 per 

page:- 



Return address labels 
(Red Daisy design, 60 per 
page) 



Basi c add ress la bel s (with Basic text return add ress 
macro. 20 per page} labels (wi th macro. 

60/sheet works with 
Avery 5195) 



Return address labels 
(USl flag. BO per page) 



Shipping labels {Si mple 
Lines design. 10 per 
page) 



Mailing labels (30 per 
sheet, works with Avery 
5160. 8160) 



Shipping labels (Simple 
Blue design. 10 per page) 



Return address labels 
(basic format. 30 per 
page) 



Mailing labels (20 per 
page: 





Shipping labels {Blue 
Gradient design 6 per 

page) 



Shipping labels (Simple 
Lines design. 6 per page) 



Most word 
processing 
application 
feature a Labels 
section in which 
you can find 
business card 
templates. 



and not have to worry about using 
your office suite software.) 

You could also invest in an ap- 
plication that was developed 
specifically for creating business 
cards. Typically, business card cre- 
ation software offers extra features, 
such as the ability to print multiple 
names per sheet; use custom lo- 
gos, borders, and backgrounds; 
and modify the layout. And with 
business card software, you'll also 
likely find a greater selection of 
templates and options for creating 
labels than you would with an of- 
fice productivity suite or word pro- 
cessing application. 



Business Cards 

In particular, you'll want to in- 
vest in business card sheets that are 
designed to work with your style 
of printer, because some are opti- 
mized for inkjet printers and others 
are designed for use on laser print- 
ers. You'll find there are a wide vari- 
ety of business card colors (such as 



ivory, white, and cream) and finish 
options (such as matte, glossy, and 
cardstock), so you'll be able to find 
one that suits your taste. Typically, 
the cards are laid out on 8.5 x 1 1 
sheets, with 1 perforated cards per 
sheet. Some sheets support printing 
on both sides, so you could place 
some details that wouldn't fit on the 



You'll find there are a wide variety of business card 
colors (such as ivory, white, and cream) and finish 
options (such as matte, glossy, and cardstock), so 
you'll be able to find one that suits your taste. 
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front, such as a long Web link or QR 
code, on the back of the card. 

Print Out Your Cards 

At this point, you've designed 
your business card and invested in 
business card sheets that work with 
your printer and software. Load the 
business card sheets into your print- 



er — following any instructions that 
were included with the cards, such 
as how to properly load them into 
the printer tray. Now, load the busi- 
ness card file you've created and 
select the Print command. Before 
printing multiple pages, we recom- 
mend that you start with a blank 
sheet of regular paper to ensure that 



all of the cards will line up perfectly 
with the business card sheets you 
bought. If necessary, make any ad- 
justments to the layout, and print 
another test page. Then print one 
page of actual cards. When you're 
sure everything is perfect, go ahead 
and print the number of business 
cards you'll need. 




Graphics can add an 
interesting visual element 
to your business card. 



Business card sheets typically allow you 
to print multiple cards at a time. 
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Search String Hacks 



Is Your Server Vulnerable To Dorks? 




Here's an example of a Google dork search. 



Search engines are extremely 
powerful tools, as we all know. 
But they may be capable of even 
more than you think. For instance, if 
your Web server isn't set up to block 
Google from searching certain areas of 
your server, it's possible for people to 
search the server for things like user- 
names, passwords, database configu- 
rations, company emails, HR listings, 
directory listings, and other sensitive 
pieces of information. As you may 
imagine, Google and other search 
engines have thus become popular 
tools for hackers, who 
use them to probe your 
server to see if your 
business is an easy 
target. Well show you 
how people can use 
simple hacks to get 
into your server and 
explain what you'll 
need to do to protect it. 

Google Dorks 

Hackers use the 
term "google dork" to 
define the use of a spe- 



cific set of search parameters to peek 
into your server, but bear in mind that 
other search engines, including Bing, 
can expose the same sorts of vulner- 
abilities. There are a variety of search 
parameters that allow you use a search 
engine to find specific types of content, 
often from a specific source. For ex- 
ample, if a person wanted to search for 
documents of various types on Com- 
panyABCs servers, on Google, all he 
would need to do is enter the follow- 
ing queries: "siteiCompanyABCcom 
filetype:txt," "siteiCompanyABCcom 



filetype:pdf," or "siteiCompanyABC. 
com filetype:doc." These would bring 
up any text files, PDF files, or Word 
documents residing just about any- 
where on that company's Internet-ac- 
cessible server. 

There are dozens of other search 
parameters one can use with 
Google, including: cache (looks 
for cached content with a specific 
word); link (addresses for a specific 
website); intitle (brings up results 
with specific words in the Web 
page title); and inurl (which loads 



A search of Google's website 
didn't provide much, as it was 
(not surprisingly) already pro- 
tected against such queries. 



Gopgk 



site: google.com flletype:txt 



Web Images Maps Stopping More. 



About 17.100.000 results (0.2B seconds) 



Search tools 



Robots.txt - Google 

User-agenl: ■ Disallow: /search Disallow: fedch Disallow: /groups Disallow: /images 
Disallow: /catalogs Allow: /calalogs/aboul Allow: /calalogs/p? Disallow. ... 

Google humans.ut 

www.oooate.com/huniians.txt 

Google is built by a large team of engineers, designers, researchers, rooots, and 
others in many different sites across the globe. It is updated continuously, and ... 

TEAM */ Fearless Leader: Steven Hines Google +: https://pluB,google . 

httpsV/developers google com/humans txt 
r TEAM */ Fearless Leader: Sleven Nines Google+: 
https://plus.ooogle.corn/1l39054677790255378l8App Engine Wrangler: Dan 
Sanderson Google+: ... 

COFYING.txt ■ iavrock - JSON and JSON-RFC for .NET Framework „ 

co^e.flKX5gle.canVr^jayrc«l^soAjrc^brcwBe/COPYI N G btt 

Apr 1 5. 201 1 - GNU GENERAL PUBLIC LICENSE. Version 3 r 29 June 20O7. 

Copyright (C) 20O7 Free Software Foundation. Inc. <http./rfsf.orflr>. Everyone is ... 
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Talk with a professional about protecting your server against search engine dorks. 



documents that have a specific word 
in a given URL). 

As you can imagine, these search 
parameters have the potential to ex- 
pose a lot of information. Even worse, 
hackers have begun to use botnets to 
speed up the search process, which 
means that they actually use other 
people's PCs to automate the query 
and the parsing of the data. Other 
programs are also available to filter 
the data, allowing hackers to quickly 
discover sites that make easy targets. 
The use of botnets has given hackers 
a way to automate and simplify the 
reconnaissance. A recent study from 
California-based security company 
IMPERVA found that hackers can 
generate up to 80,000 daily queries 
to look for vulnerable websites and 
servers. Once a hacker has a list of 
resources in a server, he can create a 
targeted attack that can take advan- 
tage of the vulnerabilities provided by 
the search engine hack, which could 
lead to an infection of your business 
Web applications, compromise your 
company data, and steal personal in- 
formation stored on your servers. (This 
is especially problematic if your busi- 
ness makes use of sensitive data, such 
as medical or school records.) 



How To Protect 
Your Business 

You probably store a lot of data on 
your Web server, because it's a con- 
venient way to provide everyone in 
the office access to important docu- 
ments, spreadsheets, and Web ap- 
plications. The recent rise in cloud 
computing and forms of mobile ac- 
cess has also led to more and more 
critical data being stored on vulner- 
able servers. By default, Google's 
search bots explore any server info 
available, so to protect that data, 
you'll need to tell it not to index cer- 
tain locations and individual pages. 

The solution is to work with a 
Web designer or other IT expert 
(you may need to bring in a consul- 
tant, if there's no knowledgeable 
person on staff) to make changes 
to the robots.txt file, the file that 
search engines examine when your 
website is indexed. Specifically, 
you'll need to determine what the 
search engine should and should 
not be allowed to access, and 
have those limitations reflected in 
the robots.txt file. Another option 
would be to store any sensitive ma- 
terial on a device not connected to 
the network, such as an external 
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/addurl/ image? 


Disallow 


/pagead/ 


I i sal low 


/relpage/ 


Disallow 


/r el content 


Disallow 


/imgres 


Disallow 7 


/imglanding 


Disallow 


/shd 


Disallow 


/keyword/ 


Disallow 


/u/ 


Disallow 1 




Disallow 7 


/cobrand 


Disallow 


/custom 


Disallow 7 


/advanced group search 


Disallow 7 


/googlesite 


Disallow 


/preferences 


Disallow 


/setpref s 


Disallow 7 


/swr 


Disallow 7 


/url 


Disallow 


/default 


Disallow 7 


/m? 


Disallow 


/m/? 


Disallow 


/m/hlogs? 


Disallow 


/m/ directions? 


Disallow 7 


/m/ig 


Disallow 


/n/ mages ? 


Disallow 


/n/ ingies ? 


Disallow 


/m/local? 


Disallow 


/m/movies? 


Disallow 


/m/news? 


Disallow 7 


/m/news/i? 


Disallow 7 


/m/place? 


Disallow 


/m/products? 


Disallow 


/m/products/ 


^Disallow 


/m/ setnewspref s? 



You may need to alter the 
robots.txt file to block search 
engines' search bots from 
certain areas of your server. 



hard drive. In some cases, this so- 
lution may not be viable, so you'll 
need to discuss your options with 
an IT professional. 

An Urgent Issue 

As simple as they are (or perhaps 
because they're so simple), search 
engine dorks could pose a signifi- 
cant threat to your small business. 
We recommend that any busi- 
ness with an Internet-facing server 
check to ensure that key informa- 
tion isn't accessible to the public. 
A good start would be to further 
research dorks and then use the 
search parameters to search your 
own website to see what's avail- 
able. You may be surprised at what 
you turn up, but better to be sur- 
prised now by your staff than later 
by a hacker. 
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IT On A Shoestring 

No IT Staff? No Problem 



1 




Tablets and smartphones 
boost productivity, but 
make sure your network 
can handle the extra 
traffic, and be sure that 
security measures are 
in place to protect your 
office network. 



Many small businesses, start- 
ups, and SOHO operations 
don't have the cash flow to 
hire a dedicated staff of IT (informa- 
tion technology) specialists, or even 
a single person tasked with handling 
the more technical aspects of run- 
ning a business. In this article we'll 
describe some steps you can take to 
ensure that your business can com- 
pete effectively with organizations 
that do have dedicated staffs. 

All IT Entails 

IT is a catch-all phrase that encom- 
passes email, phone systems, mobile 
devices, networking and the Inter- 
net, customer relationship manage- 
ment (CRM), desktop PCs, security, 
the software required to keep all of 
the above operational, and the busi- 
ness software required to perform any 



and all business-related functions. No 
21st-century organization can func- 
tion without most of what IT brings 
to the table. In order to keep up with 
your competitors, you need IT, and 
there are numerous third-party prod- 
ucts and services out there designed 
to help you meet those needs without 
actually hiring a dedicated staff. 

DIY Security 

The most valuable assets of most 
businesses are digital, which makes 
them vulnerable to cyber theft, dis- 
gruntled employees with a thumb 
drive and an axe to grind, or just 
unwitting employees who are un- 
aware that their actions are putting 
the company at risk. Widely avail- 
able business-centric security suites 
are characterized by proactive tech- 
nologies that block Web threats, 



malicious links, spam, and viruses; 
thwart hackers and cybercriminals; 
and prevent data loss. You can find 
advanced security software that lets 
non-tech-inclined users tackle the 
securing of mail servers, PCs, and 
Macs; cloud-based security solu- 
tions that effectively outsource the 
secure management of the digital 
assets; and security clients that you 
can install on PCs, Macs, and mo- 
bile devices to easily manage secu- 
rity on a device-by-device basis. 

Networking 

Have more employees, printers, 
and servers than can connect to a 
single consumer-centric router? Then 
you need something designed to 
handle the rigors of a small business. 
But that opens up even more vexingly 
complex questions, such as: Do you 
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A unified communications product may be able 
to satisfy your email, phone, messaging, and 
conferencing needs. 
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A small business router can outperform a 
consumer-centric router in a number of 
ways, but costs significantly less than enter- 
prise networking equipment. 




Thumb drives are great for transporting data, 
but they're a nightmare for organizations 
trying to secure data. 



need a router, a switch, or a managed 
switch? Thankfully, many networking 
product manufacturers have tools 
aimed squarely at folks in your same 
situation — routers, switches, and 
managed switches that support as 
few as four wired Ethernet ports and 
up to as many as you need. Some 
small-business networking gear also 
features Wi-Fi with advanced secu- 
rity and encryption technologies and 
many even support the ability to tap 
into 3G/4G cellular networks. Best 
yet, many of these products are built 
with ease-of-use and minimal main- 
tenance in mind. 

Mobile Devices 

Enterprises have long known 
about the benefits of mobile devices 
in the workplace, but even small 
businesses can benefit from the in- 



creased productivity that comes 
with your employees using tablets 
and smartphones. It's important to 
develop policies around these de- 
vices and to take advantage of the 
multitude of tools that let you retain 
some control over the apps that are 
installed and sites that are accessed. 
Another important consideration is 
the increased network load you'll 
experience once your work force is 
fully unwired. 

Storage & Communications 

Your organization's email, tele- 
phony, data sharing, video confer- 
encing, and instant messaging plat- 
forms don't necessarily have to be 
separate systems. Unified communi- 
cations providers that once catered 
exclusively to large enterprises now 
offer pay-as-you-go packages that 



are ideal for small businesses. Al- 
most all cloud-based storage service 
providers now offer tiered plans that 
let you expand or contract your stor- 
age needs as needed, so on-site serv- 
ers are no longer necessary. These 
outsourced products also benefit 
from enterprise-grade fail-safes and 
expert technical assistance, should 
the need arise. 

Do IT Right 

While it may have been unheard of 
just five years ago, running your busi- 
ness without a dedicated IT staff is not 
only possible, but sometimes even 
preferable for small organizations. Cur- 
rently, almost any technology available 
to enterprises also has a pay-as-you-go 
option that's sure to meet your needs 
and keep your business going in the 
right direction. 
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How To Install 
An SSD 

Speed Up Your Desktop 




Moving from a hard drive to 
an SSD is a fairly straight- 
forward procedure that you 
can perform in less than an hour. 
Here, we'll cover the steps you' 1 1 
need to take in order to install an 
SSD in a desktop PC. 

Physical Installation 

Start by turning your PC off and 
removing the left side panel. Then, 
locate the hard drive cage and look 
for a way to secure the SSD into the 
system. Most new desktop cases fea- 
ture plastic slide-out trays that can 
hold either a 2.5-inch (traditional 
SSD size) or 3.5-inch (traditional 
hard drive size) drive, but if your PC 



is more than a year old, it's unlikely 
it was built to natively hold the 2.5- 
inch SSD form factor. 

Fortunately, there are a couple of 
ways you can mount an SSD into an 
open 3.5-inch hard drive bay. You 
can invest in a 3.5-inch to 2.5-inch 
adapter bracket that provides holes 
to securely mount your SSD, or, be- 
cause SSDs have no moving parts, 
you can secure the drive in place 
with a few strips of hook-and-loop 
fastener tape, both on the 3.5-inch 
bay and the bottom of the SSD itself. 

Attach 

Once you've placed the SSD in- 
side your case, you'll need to con- 



nect a SATA (Serial Advanced Tech- 
nology Attachment) data cable and 
a SATA power cable to the SSD. Your 
power supply should have a few un- 
used L-shaped SATA power cables 
that you can run to the power con- 
nector on the back of the SSD. 

When connecting the SATA 
data cable, you'll want to attach 
it to the fastest SATA port on your 
motherboard. Most new PCs pro- 
vide you with both 6Gbps (also 
known as SATA 3) and 3Gbps (also 
known as SATA 2) SATA ports. 
SSDs work faster when connected 
via a 6Gbps SATA port, because 
they are capable of operating at 
the faster SATA speeds. Examine 
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This SATA cable indi- 
cates that it supports 
6Gbps transfer speeds. 




Before you install anything on the SSD, 
you should format the drive. 



When you boot up from the optical drive, Windows will load the files for installation. 



the manual for your desktop or 
motherboard to learn about the 
location and speed of available 
SATA ports. If your desktop does 
offer a 6Gbps SATA port, you'll 
also want to ensure that you run 
a 6Gbps SATA cable (often the ca- 
ble features a SATA 3 label) from 
the motherboard to the hard drive. 
Similar to the SATA power cable, 
you'll run the data cable to the 
data port on the motherboard. 

Software Installation 

With the SSD mounted and con- 
nected, you can go ahead and in- 
stall a fresh copy of Windows onto 
the drive. Before you install the 



operating system, however, you 
may need to format the drive. To 
do so in Windows, click the Start 
button, right-click Computer, and 
select Manage. Click Disk Man- 
agement, right-click your SSD, 
and choose Format. The process 
will take a few minutes. 

Now, you can set up the PC to 
boot from your computer's optical 
drive so that you can install Win- 
dows onto the SSD. Note that you'll 
need a Windows installation disc to 
perform the installation. To change 
the PC's boot order, you must enter 
the BIOS (Basic Input/Output Sys- 
tem) by starting the PC and pressing 
a specific key — typically the DELETE 



key — at bootup. Once inside the 
BIOS, you can use the arrow keys to 
find the boot options that allow you 
to set the optical drive as the first 
boot device. Save your changes and 
restart your computer. 

Final Steps 

As your PC reboots, you should 
see a prompt that reads 'Tress any 
key to boot from CD or DVD." Press 
a key and Windows loads its instal- 
lation utility — assuming that you've 
inserted the Windows installation 
disc into the optical drive. Follow 
the on-screen instructions and select 
the options for installing Windows 
on your SSD. 
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Print Your Own Checks 



JOHN Q. CUSTOMER 

123 MAIN STKEET 
BRONX NY 101SB 



Regions Bank 



1596 



DATE 07/01/2010 



PAY TO: Your Company Name 



$ $9,58 



Ninety-Nine and 56/100 Dollars *** 



DOLLARS 



V Your Company Name 

Your Address 
City FL 33333 



MEMO For Inquiries: Oil ) &B8~fl&B» 



ID: 9999 



SIGNATURE NOT REQUIRED 

Your depositor has authorized rh is payment to puyce. 
Payee ro hold you harmless, for payment of this, document. 
This document shall be deposited only to The credit of pavee. 



Rep ,f .Notes: Joe Smith Controlr 342263-A 



MCHMITT FEAT- 'UK INCLUDED. DETAILS ON BftCK 
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O The code along the bottom 
of a check is typically printed 
with magnetic ink or toner. 

Z) With the DNA Secure feature 
found in VersaCheck's software, 
you can add unique graphics and 
security text to your checks. 




Did you know that it's possible 
to print your own business 
checks? You can use your 
PC to create custom, personalized 
checks that will look just as profes- 
sional as any you might order from 
the bank. We'll explain how. 

The Brains 

First, you'll need a check creation 
application, such as one from Ver- 
saCheck's (www.versacheck.com) 
lineup of p rogra m s, t h at all o ws y o u to 
print secure checks — complete with 
eSignatures and safeguards that 
protect against unauthorized check 
payments. Many check creation ap- 



plications also work with popular fi- 
nancial accounting software, so you 
can import data and information 
directly from your money manage- 
ment program. VersaCheck's soft- 
ware offers a DNA Secure feature 
that uses the background image on 
the check to uniquely individualize 
it with security patterns and text. 
You can even add UV (ultraviolet) 
logos that will only be visible under 
a black UV light. 

The Brawn 

In terms of hardware, you'll need 
a PC that's compatible with your 
check creation software, a printer, 



and in some cases, blank checks. 
The printer should support the use 
of MICR (magnetic ink character 
recognition) ink or toner, which lets 
you create the identification num- 
bers running along the bottom of 
the check that allows for fast check 
clearing. Note that MICR ink or ton- 
er isn't mandatory, as some banks 
now use optical code readers, but if 
a non-MICR check reaches a bank 
with a magnetic reader, it will take 
longer to cash (and may cost you or 
your payee a fee) because the bank 
must manually clear it. 

There are a number of advan- 
tages to purchasing blank checks. 
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VersaCheck's software will help you create and print 
business checks, as well as manage your finances. 




Many check creation tools allow you to add an eSignature 
to your checks so you don't need to manually write it. 



Most are designed to comply with 
the professional standards of the 
CPSA (Check Payment Systems 
Association) and ANSI (Ameri- 
can National Standards Institute). 
For example, VersaCheck offers 
blanks that include artificial wa- 
termarks (so they cannot be cop- 
ied or scanned by forgers), erasure 
protection that produces a white 
mark on the check when content 
is erased, and fine print on the bor- 
ders that will appear as a dotted 
line if photocopied. When order- 
ing blank checks, you'll also want 
to ensure that they are compatible 
with the check creation software 



you purchased; otherwise, the 
printing may not match up with the 
text sections of the check. 

How-To 

Although each check creation 
software package is different, the 
basic process of printing your own 
checks remains similar. Ideally, 
you'll want to have most of the infor- 
mation printed on the check so you 
won't have to manually fill out the 
information. When designing your 
business checks, you'll typically be 
able to add a company logo, which 
is generally placed next to your busi- 
ness address in the upper-left corner. 



Next, you'll need to add your bank's 
information and sequential check 
numbers. Some applications, such 
as VersaCheck's software, will auto- 
matically fill out the check number 
and track it, so you don't acciden- 
tally repeat numbers. Next, import 
the payee and financial information 
from your accounting software, or 
leave it blank if you plan to manually 
write the info. If possible, add secu- 
rity icons and text that will make the 
check harder to reproduce. If your 
check creation software offers an 
eSignature, which is a virtual repro- 
duction of your signature, you won't 
even need to sign the checks. 
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Tips & Tricks 



Create A 
Searchable PDF 

Find PDF Content Quickly 
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You can use an all-in-one printer 
to send a document to your 
computer in PDF format. 



When you scan a document 
to PDF using a scanner 
or all-in-one printer, the 
text and graphics on the page are 
typically saved as one large image, 
which means that the recipient 
of the PDF won't be able to edit 
or search for content. Here, we'll 
show you what you need to do turn 
a standard PDF file into a search- 
able PDF document. 

Why PDF? 

The ubiquitous PDF format is 
ideal for sending documents to 
other people, because almost ev- 
eryone has a PDF reader installed. 
(And if the recipient doesn't have 
such a reader, free readers are 
widely available.) Thus, you won't 



need to worry about whether or 
not your recipient has the neces- 
sary software to open and view 
your document or image. Mod- 
ern all-in-one printers also make 
it very easy to scan a document 
and save it to our computers in the 
PDF format, so it's likely that your 
office already has the tools neces- 
sary to create a PDF file. 

What Documents Should 
Be Searchable? 

Any text-heavy or long PDF docu- 
ments should be searchable, so that 
clients and colleagues will be able 
to quickly find what they need in 
the file. This is especially true for 
documents with lots of important 
financial numbers, users manuals, 



and other content that a client or 
customer might regularly need to 
reference. A searchable PDF docu- 
ment is also ideal when the recipi- 
ent might need to copy and paste 
text or graphics, because a standard, 
image-based PDF file may not allow 
one to select individual sections of 
text or graphics. 

OCR 

If you already have an image- 
based PDF, you can turn it into a 
searchable PDF by using PDF soft- 
ware with OCR (optical character 
recognition capabilities) — technol- 
ogy that recognizes the text charac- 
ters within the scanned image. Most 
PDF-enabled software includes 
OCR capabilities, and many are 
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You can copy and 
paste content from a 
searchable PDF. 



When scanning a document, try 
to select a high quality that will 
provide you with crisp text. 
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also capable of converting text from 
other image sources, such as im- 
ages, faxes, and screenshots. More 
sophisticated PDF applications are 
also capable of extrapolating data 
from PDFs with multi-column lay- 
outs, difficult-to-read fonts, and col- 
or images. Depending on the types 
of documents and images you wish 
to scan, you may want to compare 
the features listed on the PDF soft- 
ware's website. 

Scan To PDF 

If you don't yet have a PDF file, 
you may be able to scan directly 
to a searchable format. First, you'll 
need some type of scanner or all-in- 
one printer that's connected (either 
with a printer cable or via Wi-Fi) to 



your computer. Next, select the ap- 
propriate option on the printer, such 
as Scan Document, that will allow 
you to send the document directly to 
your PC. Alternatively, you may be 
able to use an application included 
with the printer to control the scan- 
ner's output from your PC. 

Next, you'll likely be presented 
with settings to control quality, col- 
or, and file settings. If your goal is 
to produce a searchable file, it's best 
to scan at the highest quality possi- 
ble, because OCR applications may 
have trouble with speckled, spotted, 
or crooked text. If possible, you may 
want to scan in black and white; that 
will help avoid potential problems 
with light colors, such as yellow and 
cyan. Obviously, you'll also want to 



select PDF as the file format, so that 
you'll be able to create a search- 
able document for your customers. 
Once you've made your selections, 
choose the option that will begin the 
scan and send it to your computer. 
In some cases, you'll see a preview 
before the file is sent to your PC; that 
way you'll be able to redo the scan if 
something is amiss. 

Searchable PDF Creation 

At this point, we'll assume that 
you've invested in some type of PDF 
software with OCR capabilities, and 
we'll assume that you've created a 
PDF image of the document you 
want to share. To apply the OCR, 
start your PDF software and open 
your PDF file. Next, look through 
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Manuals are one of many types of documents that make ideal searchable PDFs. 



the menu system for the program's 
OCR tool; it may be labeled some- 
thing as obvious as OCR Text Recog- 
nition or Convert To Text. After you 
select the OCR utility, it's likely that 
you'll be able to configure settings 
to optimize the OCR for your docu- 
ment. Options commonly available 
include Primary Language, PDF 
Output Style, and Image Quality. 
Finally, begin the OCR process and 
save the file in a folder where it'll be 
convenient to attach to an email. 

You should now be able to 
search and find specific words and 
phrases in the PDF document, as 
well as cut and paste text from that 
document into a word process- 
ing application or spreadsheet, all 
thanks to the magic of OCR. 



Search For Text Within Multiple PDF Files 

By default, Windows 7's search utility (the one that opens when you 
type a keyword in the search field in the Start menu) doesn't examine 
the text within a searchable PDF. To add PDF content to the Windows 
7 search, click the Start button, type index, and click Indexing Op- 
tions. Then, select Advanced, choose File Types, and uncheck the 
boxes for PDF and PDFXML. Click OK and, if necessary, select the 
Rebuild button under Troubleshooting. Next download the Adobe 64- 
bit If i Iter utility from http://tinyurl.com/a5gjyd. (Use this utility even if 
you're running a 32-bit version of Windows 7.) Once the indexing is 
finished (be prepared to wait several minutes), install the filter. Now, 
open Indexing Options again, select Advanced, and place a check in 
the PDF and PDFXML checkboxes. Be sure to check the Index Proper- 
ties And File Contents radio button near the bottom of the dialog box. 
Then, rebuild the index (and wait some more) again. After this proce- 
dure, Windows will search for specific text within any indexed PDFs 
that contain readable, searchable text. 
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Internet Archive 

http://archive.org 

Looking for a way to quickly research website sources for a business report or 
scholarly paper? Just visit Internet Archive, type your query into the Search field, 
and you'll be able to find Web links, video, texts, and audio archives for many 
popular websites. Need to find out what happened on a given date in the past 
ten years or so? You can also enter a website URL in the WayBackMachine field 
to see archived Web pages of a particular website that's likely to be a primary 
source for your topic. The website also features a TV News Search & Borrow 
area where you can find over 350,000 new programs from U.S. networks. 



BellStrike 

http://bellstrike.com 

Do you work for a nonprofit? 
BellStrike is a website provider 
that's designed to help nonprofits 
receive donations online. There's 
no need for a designer or program- 
mer, because BellStrike offers a fill- 
in-the-blanks interface that makes 
it easy to create a professional 
website. Fundraising features are 
built in, and BellStrike receives 
6% of the online donations, while 
the WePay service takes 3.5% for 
transaction costs. Fees are capped 
at $80, so you'll never pay more 
than that. You'll also be able to 
create a gift catalog where visitors 
can "shop" for donations. Brand- 
ing is easy, using your nonprofit's 
existing Web address, logo, and 
multimedia. 

Join. Me 

https://join.me 

This website is ideal for training 
staff, demoing products, and shar- 
ing a PC with remote colleagues 
and clients. Join. Me allows for in- 
stant screen-sharing, and you can 
even share control over multiple 
monitors. For those on the road, 
there's an app available for iOS 
and Android, so they can remotely 
view the screen-sharing session if 
they don't have a PC. Join. Me Free 
allows for up to four viewers, and 
you can chat and send files with 
those in the screen sharing session. 
Participants can send files to the 
presenter if they have something 
they wish to contribute. 

MAKE 

http://makezine.com 

MAKE is an online magazine 
that highlights people's abilities to 
create projects in their backyards, 
basements, and garages, providing 
ideas and plans to help you with 
DIY projects. Just a few of the key 
craft sections include Design, Fur- 
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niture, Jewelry, Photography, Re- 
cycle, Weaving, and Woodwork- 
ing. Detailed project guides are 
available to take you step-by-step 
through the various crafts. More 
complex plans are also available 
for those who enjoy engineering 
technology using circuit boards. 
Videos and podcasts make it easy 
to visualize how to complete a 
project. 

Plan Cruncher 

http://plancruncher.com 

With Plan Cruncher, you can 
easily create a standard one-page 
business plan summary for your 
startup, which you can then pro- 
vide to potential investors. The 
website creates the plan by hav- 
ing the user answer standard 
questions that appear in all busi- 
ness plans, while you provide the 
specific details and descriptions 
that will inform the investor of 
your actual business plan. Plan 
Cruncher indicates that the one- 
page summary is ideal for attract- 
ing investors, because they can 
screen your the brief overview 
before asking for a more detailed 
1 0- or 20-page document. 

Mint 

www.mint.com 

Looking for a way to get a bet- 
ter handle on your expenses? Mint 
makes it easy to organize your ex- 
penses, because you can catego- 
rize all of your spending and fol- 
low where your money is going. 
The categories help you set and 
meet goals, because you can cre- 
ate thresholds and Mint will warn 
you if you exceed a threshold in a 
specific category. The website will 
also remind you about upcoming 
bills, so you'll always be on top of 
credit card, mortgage, and other 
payments. The detailed informa- 
tion will help you follow your 
investments and make smart deci- 
sions about your money. 
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How To Buy 



A Monitor 




A properly tilted monitor can ease eye 
strain even during extended use. 



Have you been squinting at the 
screen, swivel ing and adjust- 
ing your chair just to get a bet- 
ter view of your PC monitor? Perhaps 
it's time to upgrade your long-in-the- 
tooth display. The latest monitors are 
thinner, brighter, more colorful, and 
more energy-efficient than ever be- 
fore, and they improve the look of 
everything you do on your computer. 
Here are a handful of things to keep 
in mind when buying a new monitor. 

Size Versus Resolution 

One of the best reasons to upgrade 
your monitor is to enjoy a larger work- 
space. It's important to look at screen 
size and resolution together. Screen 
size is measured diagonally from the 
opposing corners of the screen. Reso- 
lution refers to the number of pixels 
displayed along the horizontal axis 



by the number of pixels on the verti- 
cal axis. A pair of widescreen 24-inch 
monitors may look identical in size, 
but one may feature a 1,920 x 1,080 
resolution and the other a 1,920 x 
1,200 resolution. The latter monitor 
packs more pixels into the same space 
as the former; as a result, it displays 
more detailed images in essentially 
the same amount of space. 

Keen On Widescreen 

Widescreen monitors are ideal for 
many users. If you enjoy watching 
videos, TV shows, and movies on 
your PC, then you' 1 1 get the whole 
picture by viewing your media on a 
widescreen monitor. Multitaskers are 
also fond of widescreen monitors be- 
cause you can more easily view two 
applications at once side-by-side. 
Common widescreen formats include 



1 6:9 and 1 6:1 0; either works well for 
video content, games, and more. 

Backlight Background 

A lot of the advancements in displays 
have come in the form of backlight- 
ing. Generally speaking, there are two 
backlighting technologies you're likely 
to encounter: edge-lit backlights using 
white LEDs (light emitting diodes) and 
CCFL (cathode fluorescent lamp) back- 
lighting. LED backlit monitors are very 
common, and they generally produce 
bright images and good color repro- 
duction, and they consume less en- 
ergy than CCFL-backlit monitors. LED- 
backlit monitors are also considerably 
thinner and lighter than CCFL-backlit 
monitors. CCFL backlights are based 
on an older technology, but monitors 
that use that technology are therefore 
often less expensive. 
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The Comfort Factor 

When shopping for a monitor that 
you plan to be viewing for a signifi- 
cant amount of time, it's a good idea 
to get one that lets you adjust the 
screen angle. Most monitors let you 
tilt the screen, but some also include 
swivel and height adjustments to meet 
your ergonomic needs. If you plan 
on installing the monitor onto an af- 
termarket or multi-monitor stand, 
then make sure the monitor you buy 
features a VESA (Video Electronics 
Standards Association) mount, which 
is a standard mounting interface for 
stands and wall mounts. 

Connection Collection 

Your monitor interface is the 
connection you use to get the vid- 
eo signal from the source, such as 
a PC or notebook, to the display. 



There are a handful your new mon- 
itor is likely to have: VGA (video 
graphics array) is an analog input 
that is sometimes referred to as D- 
Sub. DVI (digital visual interface) is 
a digital interface that's very com- 
mon; most monitors and graphics 
cards support it. HDMI (high defi- 
nition multimedia interface), Thun- 
derbolt, and DisplayPort are the 
latest interface types that support 
high-bandwidth connections and 
support simultaneous audio/video 
streams, and both support content 
protection technologies used in 
Blu-ray and other forms of copy- 
right protected media. 

Spec Soup 

When it comes to the visual 
quality of the monitor, there's a 
lot to factor. Brightness is often 



expressed as cd/m2 or nits, but 
when comparing different models, 
make sure you're looking at typi- 
cal brightness ratings. Contrast ra- 
tio, which helps define how black 
your blacks are, is commonly ex- 
pressed as static or dynamic, so 
don't make the mistake of com- 
paring a dynamic contrast ratio to 
a static one. 

Your Next Monitor 

One of the best ways to deter- 
mine what these specifications re- 
ally mean to your eyes is to go into 
a store and look at the difference 
between the models on display. 
Use price as a guide, and consider 
the activities you perform on your 
PC to see which specs will have 
the most impact on your comput- 
ing lifestyle. 
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How To Buy 

A Graphics Card 



The graphics adapter in your 
PC is designed to handle the 
visuals you see on your moni- 
tor. Video, graphical effects and 
animations in your operating sys- 
tem interface, visuals in games, 
and 3D rendering and modeling 
software all require a robust graph- 
ics adapter. Despite the fact that 
most PCs available today come 
with either Intel- or AMD-based 
processors that have onboard 
graphics adapters included, many 
of us need something a little more 
capable in the form of a discrete 
adapter or graphics card. Here are 
several things to consider when 
shopping for a new graphics card. 

Good Enough Graphics 

PCs with graphics-capable pro- 
cessors typically deliver passable 
video playback, casual gaming, 
and a good visual experience with 
2D applications and your operating 
system. If you want to play modern 
games and utilize 2D or 3D content 
creation software, however, then 
you may benefit from a graphics 
card upgrade. 

Your Graphics Port 

Most PCs manufactured in the 
last several years will have a series 
of long narrow slots running hori- 
zontally below the processor, la- 
beled PCI-Express. If this is the case 
on your PC, you'll need to make 
sure you get a PCI-E-compatible 
graphics card; install it into the up- 
permost PCI-Express slot or another 
one labeled PCI-E x16 for the best 
results. For best results, stick with 
PCI-E: Older PCs that utilize PCI or 
AGP slots for graphics cards can be 
expensive to upgrade and may of- 




Install the graphics 
card into the 
topmost PCI-E slot 
for the best results. 



fer less-than-optimal results 
when it comes to modern 
games and graphically-in- 
tensive applications. 

Size Considerations 

Many mid-range and high- 
end graphics cards take up 
two expansion slots on the 
back panel of the case, so 
plan your purchase accord- 
ingly if you don't have room 
for a dual-slot card. If you 
want to add a graphics card 
to a low-profile case, you'll 
need a low-profile graphics 
card, sometimes called half- 
height. Both single-slot and 



This graphics card natively 
supports HDMI, VGA, and DVI 
display connections. 




half-height graphics cards 
tend to be entry-level cards, 
but those may do the trick, 
depending on your needs. 

Casual Or Core 

One of the biggest limit- 
ing factors to consider is 
your screen resolution. To 
determine your PC's current 
screen resolution, right-click 
the Desktop and click Screen 
Resolution. If your screen 
resolution is 1,280 x 1,024 
or 1,024 x 768, then the 
graphics card you buy won't 
have to render images above 
those resolutions; there- 
fore an entry-level graphics 
card priced between $50 
and $100 should meet your 
needs. A common medium 
resolution, such as 1,600 x 
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1 ,200 or 1 ,920 x 1 ,080, will require a 
more capable graphics card, and pric- 
es range from $1 00 to $250 or more. 
The higher resolutions, such as 1,920 
x 1 ,200 or 2,560 x 1 ,600, will require 
even more power; plan to spend more 
than $200 to get the best experience. 

Memory Considerations 

For those who play games or run 3 D- 
intensive applications at medium and 
high resolutions, make sure the graph- 
ics card has at least 2GB (gigabytes) of 
dedicated memory. Low-resolutions 
are typically fine with 1 GB or 1 .5GB. 

But the amount of memory isn't 
the only thing to consider; you need 
to make sure the GPU (graphic pro- 
cessing unit) can access that memory 
quickly. Entry-level graphics cards 



tend to have 64-bit or 128-bit mem- 
ory interfaces. Mid-range graphics 
cards tend to have 1 92-bit and 256-bit 
memory interfaces. If you run higher 
resolutions, or even multiple moni- 
tors, look for a card with a 256-bit in- 
terface at the minimum, but consider 
384-bit and 512-bit interfaces to get 
the most out of your 3D applications. 

Not all memory is created equal; 
GDDR5 memory is the current stan- 
dard for mid-range and high-end 
graphics cards. Entry-level graphics 
cards are more often paired with 
DDR3 or DDR2 memory, which is 
considerably slower. 

Display Support 

Finally, take a look at the back- 
panel of the graphics card. Usu- 



ally, there are two or more video 
outputs on the graphics card. You 
can save yourself some stress by 
matching your monitor ports and 
cable with a compatible port on 
your future graphics card. Com- 
mon interface types include VGA 
(video graphics array), DVI (digi- 
tal visual interface), HDMI (high 
definition multimedia interface), 
and DisplayPort. 

Game On 

If you've weighed our advice 
against your budget constraints, 
your new graphics card should 
dramatically improve your PC's 
gaming and rendering potential. 
Make the upgrade and your eyes 
will thank you. 



Not all memory is created equal; 
GDDR5 memory is the current standard 
for mid-range and high-end graphics cards. 
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Shore Up Your Defenses 

Create Strong Passwords 



It's not uncommon to develop a 
love-hate relationship with your 
passwords. After all, you need 
them on a daily basis to access 
your work; shop online; secure 
your wireless network; pay your 
bills electronically; and post pho- 
tos, comments, and videos on your 
social networks. Unless you're keen 
to hand cybercriminals the keys to 
your online persona, however, you 
need to create strong passwords. 
Read on for tips on how to reinforce 
your online identity with unique and 
impenetrable passwords. 

Essential Security 

Passwords are the only things 
that separate your digital identity 
from who you really are. Thus, you 
should consider their creation very 
carefully. It's important never to 
share passwords and to resist the 
urge to write them down. The ban 
on sharing passwords should also 
extend to instant messaging appli- 
cations, email, text messages, and 
any other form of digital communi- 
cation that could be intercepted or 
unknowingly passed along. 

Making your passwords memo- 
rable but hard to guess is also an 
important tactic. One way to do 
this is to include numbers that are 
significant to you but which cannot 
easily be guessed by others — even 
those who have access to informa- 
tion readily available on the Inter- 
net, such as your address, birth- 
dates, children's birthdates, and 
marriage dates. For instance, choose 
the length of your favorite song, the 
street address of your favorite coffee 
shop, or the flight number from a re- 
cently successful business trip. 

Following these simple rules is 
sure to make your passwords more 
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Microsoft's online password checker ( http://tinvurl.com/3gdmohv ) gives you immediate 
feedback on the strength of your passwords. 



Passwords are the only things that separate your 
digital identity from who you really are. Thus, 
you should consider their creation very carefully. 
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One of the best ways to avoid online identity 
theft is to carefully consider which sites you 
log into in the first place. 



secure, but don't make the mistake 
of making them forgettable. True, 
it's easier to recover a forgotten 
password than it is to recover from 
identity theft, but those password 
reset emails also represent security 
risks, especially if they're intercept- 
ed. That's where password managers 
can really help out. 



Password Managers 

A password manager is a light- 
weight application that is capable of 
remembering all your passwords for 
you, logging you in automatically, 
and keeping your digital identity 
stowed safely out of cybercriminals' 
crosshairs. Best of all, password 
managers require you to remember 
just one password: the password to 
the password management applica- 
tion itself. 

As one example, Trend Micro's Di- 
rectPass features an encrypted storage 
location for passwords and personal 
data, includes a secure password 
generator, supports one-click logins 
for your online accounts, and offers 
protection against keystroke record- 
ing keylogger malware. In addition 
to Windows, DirectPass also supports 
Android-based devices and iOS-based 
iPads and i Phones. 

Eliminate Web Worry 

A strong password is a good start, 
but a better one is to simply avoid 
creating a user account altogether. For 
each of the Web services you patron- 
ize, ask yourself an important ques- 



Characteristics Of A 
Strong Password 

The strength or weakness of 
your passwords depends 
on several key factors. Fol- 
low these guidelines and your 
passwords will be able to stand 
up against even determined 
cybercriminals, or at least 
encourage them to move on to 
easier pickings. 

The longer the better. Micro- 
soft recommends that pass- 
words be at least 14 characters 
long to be effective, but feel 
free to make your passwords 
even longer than that: Each ad- 
ditional character reduces the 
chances that a hacker will be 
able to guess your password. 

Simple is synonymous with 
insecure. You know better 
than to make your password 
"12345," all lowercase letters, 
or a simple word you can find 
in the dictionary. Mix it up 
using symbols, numbers, and a 
combination of capitalized and 
lower-case letters. 

Change is good. Think of 
your passwords as having a 
shelf life. You should change 
your passwords approximately 
four times a year or more to 
keep them fresh. 

Don't make a master key. 
No matter how strong your 
password is, if a cybercriminal 
is able to obtain it, you're in 
trouble. But you can limit the 
amount of damage he can inflict 
by using different passwords for 
your various online accounts. 

V J 

tion: Does this Web site really need to 
know who I am? If the answer is no, 
then delete your old account or avoid 
creating one. The next time the site 
gets hacked and passwords go viral, 
you'll thank us. 
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When you buy technology for your home or small office, a little research can go a long way. 

That's why Smart Computing brings you news, reviews, and instructions for setting up the latest products each 
month. We keep you up to speed on computers, components, software, and the ever-growing world of online 
services. Our plain-English articles define unfamiliar, technology-related words so you can shop with confidence. 
What's more, Smart Computing shows you how to set up and use many of the products available today. 
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Problems with your PCs memory, or 
RAM (Random Access Memory), can 
result in a variety of issues, including 
seemingly random freezes, crashes, 
and system errors. When you're see- 
ing these types of issues, there are no 
obvious error messages that indicate 
something is wrong with the memory 
in your computer. Here, we'll show 
you how to discover if your RAM is 
the problem and give you some ways 
to fix it. 

Is It A Memory Issue? 

The most common manifestations 
of RAM problems are operating sys- 
tem crashes or applications that hang 
or won't respond. If you're experienc- 
ing these issues, try running an anti- 



virus scan with your security software 
just to be safe, because a virus can 
cause similar symptoms. 

Memory Analysis 

Windows 7 includes the Windows 
Memory Diagnostics Tool, which 
will help you detect problems with 
your computer's RAM;. To manu- 
ally run the utility, click the Start but- 
ton, select Control Panel, and type 
memory into the search box. Select 
Diagnose Your Computer's Memory 
Problems under Administrative Tools, 
and you'll see two options. You can 
choose to have Windows restart right 
now and check the memory, or you 
can tell it to wait until the next time 
you reboot your PC. 



If the Windows Memory Diagnos- 
tic finds errors, you'll see a pop-up 
that tells you where the memory 
failed. In this case, you'll likely need 
to replace the memory to fix the 
problem. If the utility detects no er- 
rors, no message will be displayed 
and Windows will go ahead and 
load your Desktop. 

Quick Fix 

Nearly all PCs contain more than 
one memory module. It's possible 
that only one of the sticks of RAM 
is causing the problem, so try re- 
moving one and see if that fixes the 
issue. Continue switching out the 
memory until you find the memory 
stick that's causing the problem. 



Some memory errors can occur when the 
modules are not securely placed in the 
socket. Therefore it's a good idea to occa- 
sionally open up your case and ensure that 
each stick is securely seated in its slot. 



When your PC's memory is causing problems, you'll need 
the following things to get it fixed up. 

Phillips-head screw driver to remove side panel or laptop panel 

A functional, up-to-date copy of Windows 

Users manual for your computer 



56 January 2013 / www.smartcomputing.com 



Tech Support 



Troubleshooting 
Reference: 

DIGITAL 
CAMERAS 




We've come to rely on digital cameras 
to capture the special moments in our 
lives. And if you miss a moment be- 
cause your camera isn't working or 
produces poor-quality images, it can 
be frustrating. Here, we'll provide 
some quick tips for resolving a few of 
the most common issues. 

Clean Off The Lens 

So you've just snapped a few pho- 
tos of the family dog, only to find 
that most of them have been ruined 
because a certain pooch left his nose- 
prints on the lens. The same problem 
can occur if dust builds up or when 
you accidentally touch the lens with 
your finger. Breathing across the lens 
and wiping it off with a soft, micro- 



fiber cloth will remove most marks. 
For stubborn fingerprint oils, you may 
need to use a lens cleaner. Lenses typ- 
ically have special coatings, so you'll 
want to avoid any household cleaning 
products that could mar the coating. 

Battery Life 

When you first got your digital cam- 
era, the battery lasted for several hours 
before it needed to be recharged. But 
over time, a battery wears out; eventu- 
ally, it may only give you enough juice 
for a few shots. If you're experiencing 
this problem, you'll likely need to 
invest in a new battery. If you see a 
white flaky material on the old battery, 
it's likely that it was leaking and that 
residual acid has corroded the con- 



tacts. You'll need to clean the contact 
pads with a brush and fine sandpaper 
before you install a new battery. 

Shots Are Dark Or Off-Color 

Many point-and-shoot cameras 
use small image sensors that have 
trouble gathering enough light in 
low-light environments. You may be 
able to compensate by switching to 
a shooting mode in which the cam- 
era opens the shutter for a longer 
period of time, but then the camera 
must be held steady to avoid blur. It 
may be easier to move the subject to 
a location where there is more light, 
or to better illuminate the scene by 
adding more light with a flash or by 
opening a curtain. 



Prevention 

Digital cameras are fairly durable devices, 
but you'll want to keep them away from 
liquid, sand, and dirt. Liquid can short out 
the internal circuitry, while sand and dirt 
can scratch the lens and other parts inside 
the camera. The internal circuitry and glass 
lens (and internal mirror, if your camera has 
one) can also be damaged if you drop the 
camera, so remember to keep the neck strap 
on while using it. 



Fix-It Checklist 

Here are the tools you'll need when troubleshooting 
a digital camera. 

Microfiber cloth / Fine sandpaper 

Lens-cleaning solution / Backup batteries 

Soft brush 
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Reference: 

NETWORKING 




A down, slow, or unreliable network 
can lead to significant downtime and 
frustration. Here, we'll help you trou- 
bleshoot a few of the most common 
network problems. 

Try The Power Cycle 

When it comes to the physical 
network, there are two devices that 
can possibly fail: the router and the 
modem. Both have simple fixes. Turn 
them off, wait ten seconds or so, and 
turn them back on again. This "power 
cycling" will resolve many network 
issues. For example, the router may 
have had a problem renewing its IP 
address or releasing new IP addresses 
for the computers on your network. 
Restarting the router or modem resets 



the device's software, often solving 
these sorts of problems. 

Examine Your 
Network Adapter 

If that didn't solve the issue, check 
the PC's network adapter. The Network 
Diagnostic utility built into Windows 7 
can renew your computer's IP address 
and ensure that the network adapter 
is enabled. To run Network Diagnos- 
tic in Windows 7, click the Start orb, 
select Control Panel, choose Network 
And Internet, and select Network And 
Sharing Center. Under View Your Ac- 
tive Networks, select the link next to 
Connections and click the Diagnose 
button. Windows will run a few tests to 
try and fix the problem. 



Weak Wireless Signal 

Watch out for nearby devices such 
as microwaves, Bluetooth devices, 
baby monitors, and phones, all of 
which can cause interference in the 
signal. Move your router someplace 
where it's less likely to experience 
interference. 

Intermittent Connection 

You'll want to check the physical 
connections to your router to see if 
all the cords are securely connect- 
ed. A loose connection may explain 
why the Web drops intermittently. 
It's possible that the cable may have 
a cut or kink that causes a fault in 
the connection. Try replacing the 
Ethernet cable. 



Prevention 



Fix-It Checklist 



Wireless signal interference will typically be 
worse if the device causing the problem is 
close to the router. Try moving your router 
or PC to a different location, where the 
interference will have less of an effect. (And 
see "Troubleshooting Reference: Wi-Fi Con- 
nection" in this section for more informa- 
tion.) 



Here are the tools you'll need when troubleshooting 
your network. 

Extra Ethernet cable to replace bad or kinked cable 

Unused outlets for alternative locations to place wireless router 

Users manuals for routers and other networking equipment 
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Troubleshooting 
Reference: 



Internet connectivity has become 
synonymous with "smart" when it 
comes to consumer electronics and 
appliances. But if your Wi-Fi connec- 
tion goes down, you might have a hard 
time adjusting to a Blu-ray player that 
just plays Blu-ray Discs, a phone that 
only makes phone calls, and a tablet 
that just plays games. Fol low these Wi- 
Fi connection troubleshooting tips to 
"smarten up" your favorite gadgets. 

Device Fails To Detect A 
Wi-Fi Network 

The first thing you should do is find 
another Wi-Fi-capable device and 
attempt to connect to the Wi-Fi net- 
work. If the second device also can- 
not locate the SSID (Service Set Identi- 



fier), or Wi-Fi network name, then turn 
your attention to the wireless router. 
Most routers have LEDs that indicate 
connection status, so consult your 
manual and determine if the router 
appears to be operating normally. The 
manual also provides instructions for 
accessing the configuration menu, so 
check this to make sure you actually 
have a wireless network up and run- 
ning. Reset your security password if 
necessary. Make sure that your router 
is configured to broadcast the SSID, 
at least while you're troubleshooting. 
(You may wish to stop broadcasting 
once the problem is resolved.) Also, 
check the wired devices plugged into 
your router to determine if the router 
itself is malfunctioning. Finally, restart 



your PC and any device that has failed 
to connect to the wireless network. If 
the connectivity issue is isolated to 
a single device, disabling and re-en- 
abling Wi-Fi may solve the problem. 

The Wi-Fi Network Is Work- 
ing, But There's No Internet 

You may need to reset your Internet 
connection. Unplug the wireless router 
and modem. Next, plug in the modem 
and wait ten to twenty seconds for the 
lights to come on and then plug in the 
router. If your modem has a battery 
backup, you may need to press a re- 
cessed button to reset it. Check all Eth- 
ernet cables for loose connections and 
then try to find your Wireless network 
with your Wi-Fi-based devices. 



Prevention 



Fix-It Checklist 



A Wi-Fi network requires little maintenance. If 
you regularly maintain your PC, modem, rout- 
er, and wireless devices, the network should 
continue to operate flawlessly. You may experi- 
ence speed fluctuations if there are too many 
devices or appliances nearby that operate on 
the same frequency; minimize this problem by 
keeping your wireless router and Wi-Fi devices 
away from cordless phones, microwaves, wire- 
less game controllers, Bluetooth devices, and 
even fluorescent lights. 



It's helpful to have a few things on hand when your Wi-Fi network 
fails. Here's a short checklist that'll help you solve the problem. 



A spare device that 
supports Wi-Fi 

Manuals for your router 
and modem 

Spare Ethernet cables 



Wireless router or adapter 
driver discs 

Alternate Wi-Fi 
router 

USB Wi-Fi adapter 
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Tips From The Help Desk 



Common Tech Questions 




SSDs are much faster than traditional hard 
drives, which make them ideal for storing 
Windows and application files. 



Qi I'm interested in investing in a new computer, 
■ but when I went through the custom configura- 
tion process, both SSD (solid state drive) and hard drive 
options were listed in both the OS and storage drive cat- 
egories. Which is the best type for the different options? 

A i We'd go with an SSD for the drive on which the 
■ operating system is installed, because SSDs are 
much faster than traditional hard drives; Windows will 
thus boot more quickly and applications will feel more 
snappy. But when it comes to capacity, hard drives are 
much more cost efficient than SSDs, and users with large 
music or video collections should note that SSDs with 
capacities greater than 256GB can be quite costly. There- 
fore, traditional hard drives are a smart choice for data 
storage. A system configuration with both an SSD and 
a hard drive gives you the best of both worlds, because 
you'll enjoy the speedy benefits of an SSD, combined 
with the large capacity of a hard drive. 

Another benefit of storing all of your personal files on a 
separate drive — whether an SSD or a hard drive — is that 



you won't lose any of that data if the OS drive crashes or 
there's an error that requires you to reinstall Windows. 
System backups should also be set up to transfer files to 
your storage drive, for similar reasons. That doesn't mean 
that you can store only OS and applications on an SSD. 
For instance, it can be a good idea to temporarily store 
commonly accessed larger files on your SSD, because 
the files will load more quickly than they would if they 
were stored on a hard drive. 



Q 



Is there a quality difference among HDMI, DVI, 
and VGA inputs? 



A i Yes, VGA (video graphics array) is an analog inter- 
■ face, and it produces a lower screen quality than 
what you'd see with an HDMI or DVI cable. Both HDMI 
and DVI deliver an uncompressed digital video signal 
to your monitor, so the video quality should be exactly 
the same. The primary difference between the two is that 
HDMI is capable of providing both video and audio in- 
formation at the same time. If you're connecting a laptop 



We'd go with an SSD for the drive on which the 
operating system is installed, because SSDs are much faster than 
traditional hard drives, so Windows will boot more quickly 
and applications will feel more snappy. 
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HDMI cables offer you the highest-quality 
video and can also carry audio. 



or PC to an HDTV via DVI, you'll need to run a separate 
audio cable to the display (or A/V receiver) in order to hear 
audio from your computer. With HDMI, you'll only need 
one cable to make both the video and audio connections. 



Q 



What are 3G and 4G, and what's the difference 
between the two? 



A i Also known as mobile broadband, 3G (short for 
■ 3rd generation) and 4G (short for 4th generation) 
data connections are the ultimate in cellular Internet 
convenience. With a 3G or 4G device, you can access 
the Web from anywhere in the carrier's cellular network, 
and you don't need to perform any setup to receive the 
wireless signal. The difference between 3G and 4G is 
mainly in how fast the data is sent to your mobile de- 
vice. 3G provides download speeds near that of dial-up 
Internet (around 600Kbps to 1.4Mbps), while 4G prom- 
ises to deliver the speed of basic broadband, anywhere 
from 3Mbps all the way up to 12Mbps. Check with your 
provider to see what types of 4G speeds are available in 
your area. 



Q 



What are the practical benefits of a wireless 
printer? 



DVI cables deliver a high-quality signal to your 
monitor, but DVI carries only video. 



A! If you need to share a printer among multiple 
■ computers, you'll want a model that connects 
to your home network. Traditional printers that connect 
to a PC via USB cable are more complicated to share 
over the network, because a computer that's physically 
connected to a shared printer must always be left on. A 
network-ready wireless printer significantly simplifies the 
process, so it's easy for everyone to send content to the 
printer. And keep in mind that having a wireless printer 
may allow you to place the printer in a location that's 
convenient for everyone, without stringing cable all over. 
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4G speeds can vary between 
3Mbps and 12Mbps. 




Q 



I've recently set up my new wireless router. What 
can I do to secure it? 



A i When creating the wireless network, you gave 
■ the network a name, called the SSD (Service Set 
Identifier). If you prefer that only certain people access 
the Wi-Fi, one thing you can do is hide the SSID of your 
network by telling your wireless router not to broadcast 
it. You'll then need to tell family members or co-workers 
the name of network, so that they can manually enter it 
into their PCs when connecting to the wireless network. 

To prevent outsiders from reaching the network, you'll 
also want to add encryption, which scrambles the ra- 
dio signal. Only people with the key or passphrase can 
receive Internet access and connect to the shared files. 
Wireless routers include the ability to utilize one of a few 
types of encryption, including WEP (Wired Equivalent 
Privacy), WPA (Wi-Fi Protected Access), and WPA2. WEP 
is the oldest encryption standard and is the least secure 
option because it can easily be compromised. WPA2 is a 
more secure (256-bit) version of the WPA standard, and 
nearly all current Wi-Fi adapters support it. With WPA2, 
you can use your local servers to authenticate the pre- 
shared key or set up a passphrase of 8 to 63 characters. 



Q 



I just invested in a DSLR camera and was wondering 
if you could explain the different manual settings? 



A! In a fully manual model, you can typically adjust 
■ the camera's shutter speed, ISO (International Or- 
ganization for Standards) setting, and aperture controls. 



You can configure a wireless 
router's settings to hide the network 
name and encrypt the signal. 




Shutter speed is the amount of time (in seconds or frac- 
tions of a second, such as 1 /250th) that the camera's im- 
age sensor is allowed to capture light. For action shots, 
you'll want to use a faster (i.e., shorter duration) shutter 
speed to freeze the scene. At night, keep the shutter open 
longer to let more light reach the sensor, but you'll also 
need to keep the camera steady in order to get a clear 
image. (In such cases, a tripod helps.) The ISO level (dis- 
played as 200, 400, 800 or similar numbers) is a mea- 
sure of how sensitive the camera's sensor is to light. In 
low-light conditions, you can increase the ISO rating to 
avoid using slow shutter speeds that may introduce blur 
or shake. The aperture (also referred to as f-stop) controls 
the size of the opening in the camera's lens, so you can 
allow more or less light to strike the sensor, as needed. 
The lower the aperture number, the larger the lens will 
open. (That is, an aperture of f2.8 will let in more light 
than one set at f5.6 or f1 1 . Note that a larger aperture 
such as f2.8 also results in shorter depth of field, com- 
pared to smaller apertures such as f8 or f1 1 .) 
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Jump-Start 
Your PC 

Troubleshoot Your Way Out Of 
New Computer Woes 



In an ideal world, a new PC or lap- 
top would operate without hiccups 
or errors when you unbox and set it 
up for the first time. But, we all know 
computers aren't perfect. The good 
news is that there are plenty of trouble- 
shooting actions you can perform to 
get your computer to do what it's sup- 
posed to do. In this article, we walk you 
through some of the common issues 
that might arise when you're getting to 
know your computer. 

My Computer Won't 
Turn On 

1 Start by making sure that you 
pressed the Power button on the 
tower and the monitor. The Power 
button typically has an icon that re- 
sembles a circle with a 
vertical line at the top. 

2 If you have a desk- 
top, unplug the power 
cable from your PC (and 
the wall outlet) and then 
plug it back in. A loose 
cable is usually to blame 
for a PC that won't start. If 
the power cable isn't the 
problem, look for a switch 
near the cable at the back 
of the PC. Some computer 
power supplies have a 
switch that can be flipped 
to cut off power. The On 
symbol is a vertical or 
horizontal line and the 
Off symbol is a circle. Flip 
the switch and then press 
the Power button again. 



3 If you have a laptop, start by re- 
moving and reinserting the bat- 
tery. If the battery isn't firmly locked 
into place, it may not provide any 
power to the laptop. If this doesn't 
solve the problem, connect the lap- 
top to the wall outlet and let the bat- 
tery fully charge. 

My Computer Is On But 
The Screen Is Blank 

If your monitor appears blank but 
your PC is active, be sure to dou- 
ble-check the monitor-to-computer 
video connection. 

1 Unplug the monitor's power 
cable from the monitor (and the 
wall outlet) and then plug the cable 



back in. Also, make sure the video 
cable is firmly connected to your 
computer and the monitor. Recon- 
nect any unplugged or loose cables. 

21s there a small colored light il- 
luminated in the corner of your 
monitor? If not, push the Power but- 
ton to turn it on. 

3 Open the monitor's Brightness 
Settings. To do so, find the button 
on the front of the monitor that has 
an icon that resembles a light bulb 
or sun. Push it to adjust the bright- 
ness level to your desired setting. 
You may have to consult your moni- 
tor's manual for help if there is no 
dedicated brightness button. 

4 Your PC might be in Sleep or 
Hibernation mode. To "wake" it 
and view your desktop, try pressing 
the ENTER key, moving your mouse, 
and pressing the Power button. 

My PC Is On But Doesn't 
Recognize Commands 
From The Keyboard 
Or Mouse 

Press CTRL-ALT-DELETE to access 
the Shut down button if your PC 




My Computer Is On But 
The Screen Is Blank 
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doesn't respond to mouse clicks or 
use your mouse to shut down and 
restart the system if the keyboard is 
causing the issue. 

Ilf your programs and applica- 
tions don't respond to the key- 
board commands, use your mouse 
to shut down the computer. Unplug 
the keyboard from your PC and then 
reconnect it. Restart your PC to de- 
termine if the reconnection correct- 
ed the problem. (If necessary, you 
can press and hold the Power button 
to shut down the PC.) 

2 If your mouse doesn't respond, 
but your keyboard does, use the 
WINDOWS, ARROW, and ENTER 
keys to open the Start menu and shut 
down the computer. Unplug your 
mouse and then reconnect it. (If nec- 
essary, you can press and hold the 
Power button to shut down the PC.) 

3 If you're using a wireless key- 
board and mouse, ensure that 
the peripherals are synced and in 
range of the wireless receiver. Install 
new batteries. 



4 If these steps don't enable periph- 
eral communication with the PC, 
try reinstalling your device drivers. 
You can often download these from 
the manufacturer's Web site. 

My Computer Is Frozen 

The Windows Task Manager helps 
you find programs that are not 
running properly. 

1 Press and hold the Power button 
until it shuts down. Wait approxi- 
mately 1 seconds before you restart 
the system. 




My Computer Is Frozen 



2 If your PC is working, but a 
program is frozen, press CTRL- 
ALT-DELETE and click the Start 
Task Manager. Select the program 
that is frozen and then click End 
Task. (The Task Manager's Status 
column will probably say "Not Re- 
sponding" next to that program.) 

My Laptop Won't Connect 
To The Internet Via Wi-Fi 

If you notice a red X or yellow tri- 
angle in the Network And Sharing 
Center, click Troubleshoot Prob- 
lems to determine the cause of the 
disconnection. 

1 Locate the network icon in the 
bottom-right corner of the Task- 
bar. Right-click it and select Open 
Network And Sharing Center. If you 
see an exclamation point in a yellow 
triangle or a red X between your net- 
work and Internet icons, click Trouble- 
shoot Problems. Next, click Internet 
Connections to run a diagnostic and 
follow any subsequent instructions. 

2 If you have determined that the is- 
sue is not software-related, check 
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your wireless networking hardware, 
which should include a broadband 
modem (connected by your Internet 
service provider to a phone or cable 
jack), the attached wireless router, 
and a power source. Ensure that all 
cables are properly connected and 
that both the modem and the router 
are operating normally. Consult the 
device manufacturer manuals for 
more information. If necessary, press 
any Reset buttons you see or unplug 
the power cables from both devices, 
wait 1 seconds, and retry. 



3 If you're trying to connect via a 
hotspot, you may need to enter 
a password. Many wireless networks 
are encrypted. 

TheTouchpad On My 
Laptop Doesn't Work 

When the touchpad on your laptop 
is unresponsive, try pressing the 
appropriate function key and the 
touchpad activation key. 

IYou can often reactivate a dis- 
abled touchpad by simply locat- 



ing and pressing a couple of keys. To 
do so, find the FN (function) key on 
your laptop's keyboard. Next, locate 
the corresponding F key (between 
F1 through F12). Press FN and then 
press the F key. A device settings di- 
alogue should appear and give you 
the option to enable your touchpad. 
If this doesn't work, press both but- 
tons simultaneously and test the 
touchpad again. If these steps fail to 
activate your touchpad, consult your 
laptop's manual. 

My Computer Doesn't Play 
Any Sounds 

Speakers that don't produce sound 
may only need to be unmuted. To 
turn on the sound, click the speaker 
icon in the Volume slider. 



r 

My 

Computer 
Doesn't Play 
Any Sounds 










^^^^ 







1 Locate the speaker power or vol- 
ume knob on your PC or laptop. 
Ensure that the speakers are on and 
the volume is turned up and audible. 



2 Click the speaker icon in the 
Notifications Area of the Task- 
bar. Click and drag the Volume 
slider up if it's positioned at a low 
level. Also, make sure that there 
is no mute symbol next to the 
speaker under the volume slider. 
Click the bottom speaker icon to 
turn off Mute. 



If, despite your best efforts and our sage advice, the PC or notebook still seems to be acting up, 
consult the documentation that came with your device to determine how to get help. Many de- 
vice manufacturers prefer to handle technical support and warranty claims themselves, so don't 
immediately take it back to the retailer. 




Smart Computing / January 201 3 65 



Tech Support 



What To Do When: 



Your Email Account 
Has Been Hacked 



Hackers have a penchant for 
breaking into email accounts, 
because your email often 
holds keys to other sources of in- 
formation that can help them steal 
your identity and access other per- 
sonal accounts. It's likely you've 
had some experience with a friend 
or family member who's had his or 
her email hacked, because you'll 
typically receive a suspicious email 
with an unfamiliar link, which may 
lead you to a website laden with vi- 
ruses or other malware should you 
click it. We'll tell you how to recov- 
er from a hacked account and how 
to thwart future attempts at stealing 
your email username and password. 

How Do They Do It? 

Cybercriminals have a couple of 
ways to get your email authentica- 



tions. One of the most common 
tools is a keystroke logger, which 
is a type of spyware that moni- 
tors what you type. The keylogger 
sends out the information it cap- 
tures to the hacker, so he can figure 
out the web addresses you access 
and the information you type once 
the website loads. Another way to 
steal your info is via a phishing at- 
tack; here you'll receive a message 
purporting to come from a trusted 
source — perhaps your email pro- 
vider asking that you respond with 
your username and password. In 



a worst case scenario, the hacker, 
having captured your password, 
will change the password to lock 
you out of the account. It's also 
sometimes possible to steal your 
username and password directly 
from your email provider. Nearly 
all of the major online email cli- 
ents have had security breaches at 
one time or another over the years. 

Deal With A Hacked 
Email Account 

Hopefully, colleagues and friends 
receiving these suspicious emails 



In a worst case scenario, the hacker, having 
captured your password, will change the 
password to lock you out of the account. 
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/'Hotmail Accounj Verification 
- Hotmail T«ffl iMtmtftun 



from someone purporting to be you 
will alert you when your email is 
hacked, so you can deal with the 
problem right away. First, you'll 
want to start by running a scan 
using your PC's security software 
(if you don't have any security soft- 
ware, see the Prevention Techniques 
section of this article for more in- 
formation about what type of secu- 
rity software you'll need) to remove 
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any viruses or spyware from your 
computer. It's important to remove 
any viruses or spyware before you 
change the email password, be- 
cause the hacker could have access 
to your new password if he is still 
spying on your PC. 

Once you're sure the malware 
is gone (you may want to run the 
security scan twice), sign into your 
email account and change the 



password. Note that if the email 
provider detects that your account 
has been compromised, it may 
shut down the account to prevent 
any further delivery of spam. If this 
is the case, look for a message sent 
to an alternate email address that 
gives you instructions for resetting 
your password. You may also need 
to answer a secret question or per- 
form some other validation, such 
as a response to a text message, to 
prove that you're the real owner of 
the account. Once the password 
is reset, the account should stop 
pushing out spam. 

Prevention Techniques 

The easiest way to block key- 
loggers and phishing emails is 
by investing in a good security 
software suite, because it will 
provide a variety of utilities to 
protect your computer (or com- 
puters) against the multiple types 
of attacks hackers can use to steal 
your email passwords. Key com- 
ponents of any security suite in- 
clude antivirus, antispyware, 
firewall, and anti-phishing pro- 
tection. Of course, you'll also 
need to keep the security software 
up-to-date to ensure that your 
computer isn't vulnerable to the 
newest types of attacks. 

It's also important to use pass- 
words that will be difficult to 
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Beware of emails that ask you to provide your username 
and password, or other personal information. 



r 

Microsoft account 


Sign in 


Reset your password 




Get help with a forgotten password and other problems signing in 

What problem are you having signing in? 




O I forgot rny password 

O I know my password and Microsoft account but can t sign in 
O I think someone else is using my Microsoft account 




Cancel 




V 


J 



You'll need to reset your email password to prevent the hacker from sending out further emails. 
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Help home * Account access Em 
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If you can't access your email account, you may need to 
perform a few more steps to reset the password. 
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guess. The password can't be a 
simple word, because hackers 
typically have software that can 
attempt thousands of dictionary 
combinations, and even nonsensi- 
cal ones. And because many web- 
sites require a number in the pass- 
word, the automatic hacking tools 
typically add a single digit behind 
the common words and phrases. 
The best password would be a 
random combination of upper- 
case and lower-case letters and 
numbers. The longer the string, 
the harder the password will be 
to crack. Check out the password- 
testing illustration at right to see 
how to create strong passwords. 

If a hacker is able to steal one 
password, he or she is likely to 
try that password for your other 
online accounts. Thus, it's a good 
idea to use different passwords for 
each of your online accounts. If 
you have a lot of online accounts, 
we'd suggest using password man- 
ager software, so you won't forget 
any of the credentials. Finally, 
we'd recommend changing your 
passwords on a consistent basis, 
such as once a month, so that any 
stolen passwords won't be useful 
for very long. 
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Complexity: 
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■ Minimum B characters In length 
• Contains 3/4 of the following items: 
■ Uppercase Letters 

- Lowercase Letters 

- Numbers 

- Symbols 
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Ensure that you're using strong passwords for your email accounts. 
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Maintenance Basics 



Clean Your PC 



Just like anything else 
you touch and use on a 
regular basis, your PC and 
notebook will accumulate 
grime. But it's not just the 
aesthetics that are af- 
fected: Keyboards and mice 
become breeding grounds 
for bacteria, screens get 
clouded with dust and, in 
extreme cases, clogged 
vents and heatsinks can 
even lead to component 
failure. Follow these simple 
tips in an open, well-ven- 
tilated area to excise the 
grime from your PC before 
it becomes a biohazard or 
crashes and burns. 




Make sure your cleaning cloths 
are of the lint-free variety. 




A can of compressed 
air can blow dust off 
heatsink fins and other 
hard-to-reach surfaces. 



Keep Your 
Keyboard Clean 

As the component you touch most 
often when you use a computer, the 
keyboard is a notorious scum mag- 
net. To clean it, disconnect it from 
your PC (remove the batteries if you 
use a wireless keyboard) and turn it 
keys facing down over a cloth. Tap 
the backside of the keyboard several 
times to knock loose debris from be- 
tween the keys. Next, use a can of 
compressed air to blow the remain- 
ing gunk from between the keys. 
Use a paper towel or cloth damp- 
ened with isopropyl alcohol to scrub 
the grime off the keys. 
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Give Your Mouse A Bath 

Disconnect the mouse or remove 
the batteries and then use a cloth 
dampened with isopropyl alcohol 
to clean the top and bottom of the 
mouse, being careful to avoid the 
optical sensor on optical and laser 
mice and the ball of mechanical 
mice. To clean the interior of a ball 
mouse, use your fingers to rotate the 
circular panel that holds the ball in 
place by a quarter turn; remove it 
and the ball. You can clean the ball 
using a cloth and alcohol, but make 
sure it is free of lint and dry before 
you reinstall it. Most importantly, 
you'll want to scrape off the rollers 
that make contact with the ball to 
remove the grime. For optical and 
laser mice, make sure the sensor 
is clear of dust and lint, but avoid 
touching it. 

Screen Cleaning 

Turn off and unplug your moni- 
tor. To clean an LCD screen, damp- 
en a lint-free cloth with water and 
gently wipe it down. CRT (cath- 
ode-ray tube) monitors can handle 
most household glass cleaning 
products, but be sure to avoid al- 
cohol- and ammonia-based clean- 
ers. Also, make sure to apply the 
water to the cloth, not directly 
to the monitor. If there are dusty 
vents, blow them clear with a shot 
of compressed air. Do not open the 
monitor housing. 

Scour Your Tower 

Dust lowers the efficiency of your 
heatsinks on your graphics card, 
processor, and other heat-producing 
components, raising temperatures 
beyond the components' respective 
thresholds, which ultimately leads 
to premature failure. To prevent this, 
turn off your computer and unplug it, 
remove the side panels, and give the 
inside of each panel a couple blasts 
from a can of compressed air to 
clear vents and fans. If your case has 
removable fan filters, take them out 
and clean them under running wa- 



ter and then dry them off completely 
before reinstalling them. Next, take 
the compressed air and blow the 
dust off of the processor heatsink, 
motherboard heatsinks and slots, 
fans, memory modules, graphics 
card (if available), and the cabling 
spanning between your power sup- 



ply and other components. Be sure 
to follow the instructions on the can 
of compressed air; always hold the 
can upright and do not spray com- 
ponents at close range. Replace the 
side panels and wipe the case down 
with a dry, lint-free cloth to finish 
the job. 



Keep Your Tablet Tip-Top 



t's important to keep your tablet spic-and-span. To clean the screen, wipe 
it down with a lint-free cloth dabbed with water and then go over it again 
with a dry cloth. Gadget cleansing gels can also help. These alcohol- 
and ammonia-free gels adheres to gunk in those shallow crevasses 
and contours without dripping, making it a quick and safe 
way to get your device looking like new. 




Cleansing 
gels can help 
you get your 
gadgets clean 
and looking 
fresh. 



The dust in 
this case is 
hard to miss. 
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There's never been a better 
time to buy Office. 

Save $20 on the Home and Student Product 
Key Card when you buy Office with your 
new Windows PC today. 

Plus get the next version free*. 



'Buy a qualifying Dffic* product bvtwMn HVltyJOU and A/UfiOl i and download th* ntrf vHvon frw *tun awaJabia For drtath «t a 




ASUS and YOU 

INCREDIBLE TOGETHER 

Move over keyboard and mouse, ~R>e ASUS vlvoBook S20OE mini notebook unleashes the power of the Windows 8 experience with, its 
1 1.6* HD LED mufti-touch screen that lets you double tap to open documents, swipe to browse photos, pinch to zoom into maps, just like 
you would on a smartphone. Ray your favorite Xbox games with Its Smartglass technology. Plus with an Instant-On function and battery 
saving features, you can get up and go in no time at all. Experience incredible multimedia power with its built-in HD camera and ASUS 
Sonic Master audks tor that super crisp sound. 

For more information, please visit incredibletogether.asus.com 
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